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1.0 INTRODUCTION AND KEY FINDINGS

On June 30, 2020, the Standing Committee of the National People’s Congress of the
People’s Republic of China (PRC) passed the Law of the People’s Republic of China on
Safeguarding National Security in the Hong Kong Special Administrative Region (4 #E A
BRI B8 7 o 91 A T I, 4 78 [ 5% 22 42755, hereinafter Hong Kong National Security Law,
i B X % 42 ¥2:), a draconian and broadly-worded measure targeting secession,
subversion, terrorist activities, and collusion with foreign forces. The new law gives the
PRC and Hong Kong Special Administrative Region (HKSAR) governments expansive
new powers and allows China’s security forces to openly operate in Hong Kong. While its
effects on the ongoing popular protests against increasing PRC control were immediately
visible, the law also raises pressing questions about the future of Internet freedom in Hong
Kong. What strategic rationales in Beijing and Hong Kong are driving restrictions on
Internet freedom? Which Hong Kong organizations would be responsible for managing
and enforcing restrictions at present and into the future? What parts of Hong Kong’s
Internet infrastructure could be vulnerable to future Internet restrictions, and what possible
mechanisms might be employed to constrain Internet freedom in Hong Kong?

This report answers these questions in four sections, using a range of publicly available
information sources in Chinese and English. First, it describes the People’s Republic of
China (PRC) and Hong Kong leadership’s views on Internet freedom and the importance
of controlling Internet content. Next, the report identifies and summarizes key
organizational actors responsible for implementing crackdowns on Internet freedom in
Hong Kong and describes critical infrastructure that might prove vulnerable to these
crackdowns. Finally, the report concludes with an assessment of various mechanisms for
restricting internet freedom in Hong Kong.

The report’s key findings are as follows:

» On an infrastructural level, connections to Chinese state-owned telecom giants
and reliance on Hong Kong and China markets are the two most important risk
factors that indicate whether a telecommunications service provider is likely to
cooperate with Chinese government censorship or surveillance requests.

» Most of Hong Kong’s Internet infrastructure —including mobile networks, fixed
line broadband networks, and submarine cable systems—is controlled by
companies that are either highly intertwined with Chinese state-owned
telecoms or completely dependent on the Hong Kong and China markets. Only
the data center market in Hong Kong is dominated by foreign companies.

» The four most prominent approaches to restricting Internet freedom in Hong
Kong are legal pressure, real name registration, data localization, and control
over Internet exchange points. Additional methods include the use of virtualized
middleboxes and the technical blocking of circumvention tools.

P Given the predicted high rate of compliance with the government, authorities
are likely to rely largely on legislative rather than physical methods of Internet
restriction in Hong Kong. This is expected to include legal pressure on
companies to cooperate with the Hong Kong National Security Law and




increasing de-anonymization of Internet behavior through real-name
registration compliance.

P Indicators of escalating legal pressure include higher rates of unexplained
website removals, permanent or longer website blocks, or coordinated website
blocks. Legal pressure on entities comes in waves that could emerge with little
warning.

P Indicators of escalating efforts to enforce real name registration could include
new laws or regulations that enforce de-anonymization in phases. Real name
registration is likely to be encumbered by long, drawn-out regulatory and legal
processes; past efforts have taken 18 months or more for implementation.

P Data localization as a means of restricting Internet freedom would require a
significant departure from Hong Kong’s existing policy trajectory, and the
regulatory process for doing so would likely take longer than 12 months to
implement.

» Control over Internet exchange points could occur without legal or regulatory
proceedings and with little advance warning, especially if the National Security
Law is interpreted broadly to seize control. Indicators that these points were
being used for restrictions on Internet freedom include announced
infrastructure updates leading to changes in filtering methods, security systems,
or data storage, or significant traffic slowdowns suggesting installation of new
restriction hardware.

P Chinese scholars are studying increasing virtualization of HK networks and
infrastructure and virtualized middle boxes for censorship.

» Removal of virtual private networks (VPNs) from app stores would depend on
the cooperation of tech companies, foreign and domestic. Blocking VPNs is
less likely to be effective and will incur significant costs to the business
environment.

The report assesses the four main methods for restricting Internet freedom in Hong Kong
as follows in the table below.

TABLE 1: ASSESSMENT OF MECHANISMS FOR RESTRICTING INTERNET FREEDOM IN

HONG KONG
Legal Real Name Data Control over

Pressure Registration Localization IXPs
Feasibility High Medium Low Medium
Affordability High Medium Low Medium
Effectiveness Medium Medium Medium High
Implementation . .
Speed High Low Low High
Political High Medium Low Medium
Concordance
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2.0 PRC AND HONG KONG VIEWS ON INTERNET FREEDOM

The Chinese Communist Party (CCP) considers control over China’s Internet ecosystem
to be a vital guarantee of its rule over China and characterizes its governance of the
country’s Internet as an extension of the nation’s sovereignty. Beijing views the
governance of the Internet as rule over a cyber society (¥ 45#1:4) vulnerable to Western
infiltration and must therefore be isolated and protected.! Specifically, the CCP believes
significant domestic unrest and instabilities like the 2009 unrest in Xinjiang and the 2014
Hong Kong protests were mobilized by the Internet with the assistance of foreign
influence. As such, regulating the Internet is no longer merely a domestic, administrative
matter but a highly political and transnational affair involving Chinese sovereignty and
regime security.?

2.1 “THERE IS NO NATIONAL SECURITY WITHOUT NETWORK
SECURITY”: THE CCP AND INTERNET REGULATION

The CCP enforces its control over China’s Internet using a patchwork of regulations and
legal measures. China had few Internet regulations before 2000, which allowed the
Chinese Internet to develop relatively freely. This began to change between 2000 and
2013, when several administrative organizations implemented specific but low-level rules
and regulations, which were disorganized and arose sui generis (E &%k &) compared to
those of other countries.® During this period, the Internet was loosely regulated by
comparatively broad and vague restrictions like the “Nine Forbidden” (JLAN#E) content
categories laid out in Article 13 of the Interim Provisions on the Administration of Internet
Websites Engaging in News Publication Services (.5 M sk M 22 %5 | MV 55 & BR T 47
ME).4

The establishment of the Ministry of Industry and Information Technology (MIIT, VA1
= BAL#EE) in 2008 and the Cyberspace Administration of China (CAC, [E % B.5M{E B 75
%) in 2011 marked a more systematic attempt by the CCP to control, govern, and
censor the Internet,® characterized by a proliferation of legal measures and rules
designed to restrict Internet freedom. Beginning in 2014, the Chinese central government
began to assert more systematic governance of the Internet through the creation of the
Cybersecurity and Informatization Leading Small Group (/% %4 {5 B AL SIS /N ),
which was later upgraded to a commission and run by the CCP Central Committee’s
Office of the Central Cyberspace Affairs Commission (713t d1 g i 2% 22 4= fllfs BAL & R 4>
7503 %), chaired by Xi Jinping himself.6 While the Cybersecurity Law ([ %% % 4= %)
implemented by CAC in 2017 does not specify restrictions on internet content, its general
provisions categorically prohibit use of the Internet to engage in illegal activities.” In 2019,
CAC issued Provisions on Ecological Governance of Network Information Content (%%
fE RN EEVAFEME) that further expanded the “Nine Forbidden’ content categories

' This office is also known as the CCP Central Committee’s Office of the Central Cyberspace Affairs
Commission (3L de i 25 22 2 FfE B Z i1 22 1A ).
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into “Eleven Forbidden” content categories that defined the parameters of acceptable
Internet expression for China’s residents.°

“Eleven Forbidden” Content Categories in Chinese Internet Content'0!

1. Violate the fundamental principles set forth in the Constitution (52 % 2 FIT i 12 1t 3k
A R )

2. Jeopardize national security, divulge state secrets, subverts state power, or

undermine nation unity (f& 3 E X %4, R E R, WEEFKER, #HIFEEES

—H);

Damage the dignity or interests of the state (/15 [E 5 5 2 A2 1),

Distort, defame, desecrate, or deny the deeds and spirit of heroes and martyrs, and

insult, defame, or otherwise infringe upon the name, portrait, reputation, or honor of

a hero or a martyr (FEithi. HAb. T, S scmER LHEAAKE, MR, HRsE

B AT R F R LRt . B, B2 RER);

5. Advocate terrorism or extremism, or instigate any terrorist or extremist activity (&
8 32 30 Wi SCEHE W Bl S R TR B . W 32 SRS )

6. Incite ethnic hatred or discrimination, or undermine ethnic solidarity (}#zl
TR BRI, B BOR B 45 1)

7. Sabotage state religious policies, or propagate heretical or superstitious ideas (fil
N FER U, SR B0 R F 1),

8. Spread rumors to disturb economic and social order (Eiffii% 5, TELLFREF I
SRR Y);

9. Disseminate obscenity, pornography, force, brutality, and terror or crime-abetting
(BRSO, M. B0, DXk, BiEllE B2 L3R M);

10.Humiliate or defame others or infringe upon their reputation, privacy, and other
legitimate rights and interests (i 8 dksfh N, REFEMABE. RBRAMHALEE
B 23 [7); and

11.Other content as prohibited by laws or administrative regulations (75, 1TEHEIN
SRR HoAt N %) 1218

»w

Beyond a patchwork array of legal regulations and measures intended to restrain Internet
freedom in China and protect the Party’s rule, the CCP also relies upon the chilling effect
of self-censorship in shaping the online behavior and opinions of China’s Internet users.
Xi himself has stressed the importance of self-policing and distributed responsibility for
Internet regulation, proclaiming that in order to increase China’s internet governance
capability, it needs to “form a comprehensive Internet governance structure led by Party
Committees, managed by the government, monitored by the society, and with the
participation of self-disciplined netizens combining with economic, legal, technological,
and other means.”'* This Internet governance model places the Party (through CAC) and
government in leading positions, providing top-level policy design and coordinating
subordinate administrative bodies and other entities. State-owned organizations and
enterprises act as monitoring and approval authorities for online content, while Internet
platform companies act as the “suppliers” that conduct Internet content review and
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filtering, and ordinary Internet users conduct “mutual supervision” (i &% &) in a form of
self-governing society."®

Party authorities and scholars from mainland China have extended these perspectives to
Hong Kong’s Internet ecosystem and view the city’s Internet as a tool for dangerous anti-
government mobilization. Some Chinese writers explicitly characterized Hong Kong’s
“Occupy Central” (/&5 ') protests in 2014 as an unwelcome outcome of new media
presence on the Internet where “a few new media representatives were used by Western
political powers.”'¢ Others argued that social platforms have become a medium for Hong
Kong’s pro-independence elements, harboring cyber warriors (™ %) and illegally
mobilizing society and colluding with foreign forces.!” A 2020 research article went further,
arguing that the Internet was flooded with “aggressive opinions” of the Hong Kong [pro-
democracy] opposition (F i X1Kk), had become “a tool to control public opinion,” and
was using Hong Kong pro-democracy opposition to remotely control the violent crowds
through social media, specialized social software, or information spread on the Internet
in the 2019 Hong Kong protests.'® These detailed views reflect top-down opinion: Xi
Jinping proclaimed in a thinly veiled 2016 reference to Hong Kong unrest that “the Internet
is not a territory of outlaws, and any behavior using the Internet to spread any rhetoric of
overthrowing the state, instigating religious extremism, promoting national separatism,
and inciting violent terrorist activity shall be resolutely stopped and cracked down upon.”'®

2.2 THE VIEW FROM HONG KONG

The Hong Kong Special Administrative Region (HKSAR, 745517 X)) apparently
agrees with the CCP’s assessments. Less than a week after the Hong Kong National
Security Law passed on June 30, 2020, the Hong Kong government issued a set of new
Implementation Rules for Article 43 of the Law (B 5 % 4= 58 DU+ = 14 8 i 41 HY)),
demanding that all local and foreign-owned online publishing platforms in Hong Kong
provide data, remove content, or restrict access to users upon request, which prompted
numerous foreign companies such as Facebook, WhatsApp, Google, Twitter, Signal,
Zoom, Microsoft, and Telegram to temporarily stop responding to the city’s requests for
information on users.?°

Hong Kong officials regard their sweeping power over Hong Kong’s Internet as a mandate
from the Chinese central government enacted out of grave concern for national security
and a duty to maintain the “one country, two systems” constitutional principle. Before the
passage of the Hong Kong National Security Law in June 2020, Hong Kong officials
lacked the legal framework to act on national security issues. In a letter to all Hong Kong
citizens on May 29, 2020, urging the city to support the upcoming Hong Kong National
Security Law, Hong Kong Chief Executive Carrie Lam (¥ H &) underscored that Hong
Kong was unable to use its legislative competence under Article 23 of the Hong Kong
Basic Law (%5 A1%) to enact matters on national security and public safety even 23
years after returning to China and would remain unable to do so in the foreseeable
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future.?® The Hong Kong National Security Law changed that status quo, giving Hong
Kong officials a legal pathway to act in defense of national security broadly defined.

Hong Kong officials’ intent to regulate the Internet is clear. The swift promulgation of the
Implementation Rules for Article 43 suggests the Hong Kong authorities likely coordinated
with the Chinese government in advance to draft internet policing and surveillance
policies. Hong Kong has since reiterated its commitment to widespread Internet control.
On April 2021, accompanied by the PRC’s Director of the Liaison Office of the Central
People’s Government in Hong Kong (S BUR B R 4% 3 A =), who stated that “the
central government always suits the action to the word” on matters of national security,
Lam explicitly asserted that Hong Kong will strengthen its supervision and management
of its schools, media, the Internet, and other issues related to national security.?? Chapter
Il of the Supplement to Carrie Lam’s 2021 Policy Address further states that the HKSAR
has been undertaking new initiatives to strengthen cyber and data security and includes
indications that the government plans to pass Hong Kong’s own cybersecurity law,
impose network security obligations on internet providers, and strengthen Hong Kong’s
critical information infrastructure on cybersecurity issues. 23

2.3 THE LEGAL FOUNDATIONS OF AN INTERNET CRACKDOWN

All legal mechanisms for restricting Internet freedom in Hong Kong must abide by the
provisions of the Hong Kong Basic Law (72 A1), which was adopted by the Standing
Committee of the PRC National People’s Congress (NPCSC, 4 [H A\ RALE K& 5% R
£3) in 1990 and took effect in July 1997.24 The Basic Law replaced Hong Kong's colonial
constitution of the Letters Patent and the Royal Instructions, has constitutional status, and
takes precedence over all other Hong Kong laws.?® The Basic Law provides several
provisions for fundamental rights and freedom. In particular, Article 30 of Hong Kong
Basic Law stipulates that “the freedom and privacy of communication of Hong Kong
residents shall be protected by law. No department or individual may, on any grounds,
infringe upon the freedom and privacy of communication of residents except that the
relevant authorities may inspect communication in accordance with legal procedures to
meet the needs of public security or of investigation into criminal offences.”?®

The Hong Kong Legislative Council has enacted several laws that regulate protection of
privacy and freedom on the Internet through Article 75 of the Basic Law, which allows the
Council to make its own rules as long as they do not contravene the Basic Law itself.?”
For instance, the Hong Kong Bill of Rights Ordinance (7 i A% % 14:451), incorporating
the International Covenant of Civil and Political Rights, created a general “right of privacy”
protecting individuals from arbitrary or unlawful governmental interference with their
privacy.28 The Personal Data (Privacy) Ordinance (PDPO, fiil N\ & Bl (FAFZE) 145 141)
protects an individual from collection of personal data by means that are “unfair” in the
circumstances of the case, even if the means are lawful. 2 Article 24(c) of the
Telecommunications Ordinance (&l f%45]) prohibits telecommunications providers from
willfully transmitting any message or willfully intercepting, detaining, or delaying any
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message, and Article 27 prohibits any person from removing or interfering with a
telecommunications installation with intent to intercept or discover the contents of a
message.?® The Interception of Communications and Surveillance Ordinance (ICSO, #
B R A B 221445 ) provides statutory foundation and due process for the authorization
and regulation of interception of communication and covert surveillance conducted by law
enforcement agencies of serious crimes and protection of public security.3"

The Hong Kong National Security Law was also passed by the NPCSC,%? bypassing the
normal conventions that constrain the introduction of new laws and kicking off a new era
of restrictions on Internet freedom in Hong Kong. According to Article 18 of the Hong Kong
Basic Law, the laws in force in the HKSAR shall be the Basic Law, the laws previously in
force in Hong Kong, and the laws enacted by the legislature of Hong Kong.33 Chinese
national laws and regulations are generally not applied to the HKSAR. However, Article
18 of the Hong Kong Basic Law provides an exception allowing the NPC Standing
Committee to add to or delete from the list of national laws in Annex lll of the Basic Law,
as long as the change concerns defense, foreign affairs, or other matters outside the
limits of the autonomy of Hong Kong, and they consult with the Basic Law Committee.34
This mechanism was used to bypass the Hong Kong legislature to pass the Hong Kong
National Security Law. At around 6 P.M. local time on June 30, 2020, immediately after
the passage of the law, NPCSC listed the Hong Kong National Security Law in Annex llI
of the Hong Kong Basic Law. The HKSAR Chief Executive Carrie Lam promulgated the
law in the HKSAR Gazette (& ¥#4Hs 347 BUS BUR % #k) under Article 18 of the Basic Law
some five hours later.3®

The legality of the Hong Kong National Security Law has been a point of contention widely
discussed by legal and international affairs academics, practitioners, and politicians
domestically and globally. Skeptics have argued that Article 23 of the Hong Kong Basic
Law explicitly attributes the legislative competence for such a law to the Legislative
Council of the HKSAR, and that Beijing has limited legislative authority vis-a-vis Hong
Kong inasmuch as it can only alter national laws related to defense, foreign affairs, and
other matters outside the limits of the HKSAR.36¢ Critics also claim that criminal offences
are vaguely defined in the Hong Kong National Security Law and could be used for
politically motivated criminal prosecution, undermining privacy and freedom of speech, as
well as curtailing judiciary independence, under the pretext of national security. This
concern is heightened by the protective principle of the law, which allows the Chinese
and Hong Kong authorities to regulate extraterritorial conduct by foreigners or non-
residents.3’

In response to these detractors, at least one prominent supporter of the Hong Kong
National Security Law has argued that its passage fills a regulatory gap to restore public
order exposed when a 2003 attempt to pass a national security law failed.® Beijing
argues that it is entitled and obliged to do just that.3® For example, the vice chairman of
the Hong Kong Bar Association, Paul Lam Ting-kwok (#£32 ), asserted that Article 23
only delegates a part of legislative competence on national security to HKSAR, an
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extremely unique situation under the one country, two systems (—BIifi|) constitutional
principle; the language of Article 23 should not be regarded as the Chinese central
government relinquishing its power to legislate in Hong Kong on the grounds of national
security.40 Lam further claimed that since both Hong Kong Basic Law and National
Security Law were adopted by the NPCSC, they should be considered at the same
hierarchical level, such that the Basic Law comprises constitutional, general principles of
law, and the National Security Law details special provisions for the Basic Law.*

2.4 AN EMPHASIS ON ENFORCEMENT

Legal contention aside, the Hong Kong Police Force (HKPF, &% % Z) has garnered
attention for requesting user data or removals of Internet content from Internet providers
long before the enactment of the Hong Kong National Security Law. During previous
unrest in Hong Kong, the HKPF attempted to restrict Internet content, often without legal
basis. Between February 2013 and February 2014, the HKSAR registered 5,507 requests
for Internet user data and content deletion, the vast majority of which (4,557) came from
the HKPF with requests to “prevent and detect crimes involving high technology and
Internet crime,” very few of which had obtained court warrants.*?

Since the Hong Kong National Security Law was introduced in 2020, the HKPF has further
focused on enforcement operations on the Internet as a matter of declared policy. The
then-head of the HKPF Chris Tang Ping-keung (¥F/#%5i) added “liabilities” to the existing
language of “risks associated with the Internet and social media” in the 2020
Commissioner's Operational Priorities (2020 4% 75 ji% jg = & B 17 8118 H ), signaling
HKPF’s shifting focus to Internet governance from conventional cybersecurity and
technology crimes.4® After his promotion to become the head of the HKSAR Security
Bureau, Tang amplified Lam’s rhetoric that Hong Kong’s social media and Internet lack
supervision and announced that LIHKG (% 515w ), Hong Kong’s largest forum website,
will be the focus of its investigation for illegal posts and information.** Echoing Lam’s 2021
Policy Address, Tang stated the Hong Kong authority expects the Legislative Council
(LegCo, 3r.i%®) to work on a legislative proposal for a cybersecurity law to regulate
Internet providers under Article 23 of the Hong Kong Basic Law due to the increase in
cyberattacks in recent years.

This shifting emphasis in enforcement is also reflected in the HKPF’s technical elements.
The new head of the HKPF, Raymond Siu Chak-yee (i i2[H), stated that the force will
‘expand its intelligence network and keep an eye on whether anyone incites violence on
the Internet.”*® The HKPF has been expanding its Cyber Security and Technology Crime
Bureau (CSTCB, #94% % 4= ) B FE R & #}), a HKPF organ staffed with more than 350
personnel, growing the technology crime team, the cybersecurity team, and the Internet
intelligence team, which targets individuals’ Internet and social media activities for
surveillance purposes.*’ In January 2021, the then-head of the HKSAR Security Bureau,
John Lee Ka-chiu (Z% ), stated that while the Interception of Communications and
Surveillance Ordinance (% HX i@ 1\ [ 5 %2 %% %1 ) applies to all kinds of electronic
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information, including social media platforms, all national security-related interceptions
and surveillance are governed by the Implementation Rules for Article 43 of NSL, an
entirely separate mechanism that eliminates the need for prior judicial approvals. 484°

As Hong Kong authorities move to establish sufficient legal justification to restrict and
monitor Hong Kong’s Internet, they must also articulate and enact practical
implementation measures. The remainder of this report addresses the key components
needed to implement surveillance and censorship in Hong Kong’s Internet ecosystem,
covering the key organizations that would be involved in such activities, summarizing
critical parts of Hong Kong’s Internet infrastructure that could be targeted, and describing
a variety of possible mechanisms for restricting or limiting Internet freedom in Hong Kong.
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3.0 KEY ORGANIZATIONS

Much of the legal scrutiny of recent restrictions on Internet freedom in Hong Kong focuses
on the Hong Kong National Security Law, which was designed and actual enforced by a
patchwork group of government organizations. Brief descriptions of these organizations
follow below.

3.1 COMMITTEE FOR SAFEGUARDING NATIONAL SECURITY OF THE
HKSAR

The Committee for Safeguarding the National Security of the HKSAR (7 #:4% 1l 17 B [ 40t
R R w8 e BATEH IR &5k, or B2 &) was established under Article 12 of the
National Security Law on July 3, 2020.5° Article 14 lays out the role of the Committee,
which is to:

1. “analyze and assess developments related to safeguarding national security in
the HKSAR, make work plans and formulate policies for safeguarding national
security in the HKSAR,;

2. In order to safeguard national security, advance the development of the legal
system and enforcement mechanisms of the HKSAR; and

3. Co-ordinate major work and significant operations for safeguarding national
security in the HKSAR.” 51

The Committee is empowered to operate with little public scrutiny. Its actions are
confidential, its decisions are not subject to judicial review, and individuals and entities
are prohibited from interfering with the actions of the Committee.>®> The Committee is
supervised by and accountable to the PRC government.5® The PRC government also
appoints a National Security Advisor, who serves as a non-voting delegate and advises
the Committee.>* The Committee can direct the Hong Kong Police Department’s National
Security Bureau (newly created under the Hong Kong National Security Law) to undertake
actions related to protecting national security. The new office in the Justice Department
of the HKSAR related to national security likewise must seek approval from the
Committee. The Committee is also involved in approving judges who will be designated
to deal with cases involving the endangerment of national security.5> Chinese government
offices stationed in Hong Kong and dedicated to protecting national security should work
in tandem with the Committee to oversee and guide related work.56

The Committee is also empowered to vet the city’s prospective leaders with its
characteristic opacity. According to new election measures released by the PRC in 2021,
the Committee has a role in vetting candidates for the legislative council. The Committee,
according to investigations run by the Hong Kong Police Department’s National Security
Division, will determine whether a candidate meets the specified standards of loyalty to
the PRC and other conditions. If they do not meet these standards, a copy of the relevant
report will be forwarded to the election committee (a newly established body for vetting
candidates).%”
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There has been no public information relating the Committee to Internet control laws
directly, but the Committee’s sweeping role in all personnel appointments, national
security law cases, and police action indicates that it could influence related policy and
enforcement. In particular, its ability to direct police investigations means that it could
choose how the Hong Kong National Security Law is enforced—including the response
to ISPs that refuse to cooperate with the government, or individuals who post illegal
content online. Similarly, since the Justice Department’s national security bureau must
consult the Committee on decisions, it can determine how strictly Internet laws are
enforced.

The Committee is chaired by Hong Kong’s Chief Executive, Carrie Lam, and includes
Chief Secretary for Administration Matthew Cheung Kin-chung (5k % 5%), Financial
Secretary Paul Chan (F/%), Secretary for Justice Teresa Cheng (#75#%), Secretary
for Security John Lee (Z=% i), Commissioner of Police Tang Ping-keung (&8 5%),
Deputy Commissioner of Police (National Security) Edwina Lau (%115 %), Director of
Immigration Au Ka-wang (% 3% %), Commissioner of Customs and Excise Hermes Tang
(BF L), and Director of the Chief Executive’s Office Chan Kwok-ki (5 [ %L), who serves
as the secretary general of the committee.® The Committee appointed Luo Huining (%%
##1), who is the Director of the Liaison Office of the HKSAR, as a National Security
Advisor, a non-voting role established in Article 15 of the Hong Kong National Security
Law.59

3.2 OFFICE OF THE COMMUNICATIONS AUTHORITY

The Office of the Communications Authority (OFCA) is the main enforcement unit for
telecommunications and broadband regulations, including unlicensed service provisions
and failures to abide by conditions of service. OFCA, with the Communications Authority,
will be the investigation and enforcement unit for rules like Hong Kong’s new SIM-card
real-name registration law.® OFCA will perform the on-the-ground work engaging
stakeholders and operators to prepare to abide by the real-name regulations.6' OFCA
may also be involved in ensuring that UCLs and other ISPs follow government orders to
censor content. They are the unit that licenses ISPs, so they may be asked to suspend
licenses if there are violations (though OFCA and the Communications Authority are not
directly referenced in the Implementation Guidelines of the NSL).62 OFCA, as the main
government agent to liaise, consult with, inspect, and govern telecommunications and
broadband providers, is likely to be highly involved in ensuring compliance with any
censorship or surveillance laws through drafting specific “codes of practice,” responding
to complaints, inspecting physical locations, and suspending licenses.

The Communications Authority was established in 2012 under the Communications
Authority Department’s Regulations (i &l 2755 % # 5 #%451), which dissolved the previous
Telecommunications Authority and Broadcasting Authority and reformed the organization
as the Communications Authority.53 The OFCA was established under provision 16 as an
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organization that supports the director-general of the Communications Authority.®* The
main roles that the OFCA undertakes are:

—

“Dealing with and managing telecommunications services and broadcasting

services.

. Managing Hong Kong’s wireless frequency.

3. Provide consultation, planning, and assistance services to the government
regarding telecommunications, broadcasting, and anti-spam messages.

4. Supervise implementation standards and serve as the government representative
in international affairs.

5. Enforce regulations regarding unsolicited electronic messages; and

Ensure the telecommunications industry and the broadcasting industry adopt fair

commercial tactics and advance fair competition.”®>

There are five main offices under the OFCA: the regulation work office, the
implementation office, the marketplace and competition office, the broadcasting work
office, and the support office.®

OFCA publishes an annual work report of its main initiatives. In 2021, it planned to focus
on 5G expansion (in cooperation with other departments), rolling out high-speed Internet
to rural areas, monitoring Internet land usage, re-assigning the mobile service spectrum,
and regulating telecom and broadband services and equipment.®” Its daily business
centers on granting licenses and enforcing permits and regulations, including physical
telecom infrastructure construction guidelines and spectrum usage rules. It ensures that
providers abide by service contracts and communicate about terminations of service with
customers.® OFCA has a supervisory and enforcement role for all broadband and
telecom-related services in Hong Kong.

The Communications Authority and OFCA often have overlapping roles in enforcing
broader regulations authored by the legislative council. @ Both units enforce the
Competition Ordinance, the Fair Trading Sections of the Trade Descriptions Ordinance,
and the Unsolicited Electronic Messages Ordinance.”® The Communications Authority
releases regular statements that guide the development of the telecommunications and
broadband industries, and codes of practice and guidelines for the industries.”" OFCA
releases reports on service outages and technical developments, as well as “consultancy
reports” on specific technical questions.”? OFCA manages relationships with service
providers, approving licenses, reviewing complaints, and responding to enquiries.”

3.3 INTERNET INFORMATION LIAISON GROUP

The Internet Infrastructure Liaison Group (IILG, .1 493E 22 145 /N 4H) was established by
the Office of the Government Chief Information Officer (OGCIO) in 2005.74 It is the only
cooperative framework that organizes all Internet infrastructure stakeholders in Hong
Kong. The IILG “mechanism” is intended to respond to “major events,” “incident
outbreaks,” or natural disasters,”® and the group holds roundtable meetings to coordinate
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risk mitigation strategies. The IILG framework could be coopted for national security
incidents that are construed as “emergencies,” serving as the collaborative mechanism
for any rapid crackdowns taken on by various organs simultaneously.

All government units that operate with relation to Internet infrastructure are members of
this group, which is chaired by the Deputy Government Chief Information Officer. The
official members are:"®

\ A 4

VVvVVYVYY

Office of the Government Chief Information Officer (OGCIO)

Hong Kong Computer Emergency Response Team Coordination Centre
(HKCERT)

Hong Kong Internet Exchange (HKIX)

Hong Kong Internet Registration Corporation Limited (HKIRC)

Hong Kong Internet Service Providers Association (HKISPA)

Hong Kong Police Force (HKPF)

Office of the Communications Authority (OFCA)

The group’s stakeholders, which include official IILG members and major Internet service
providers, cooperate to achieve the following:””

>
>
>
>

“share first-hand information;

facilitate the formulation of rapid and coordinated response;
align actions and media response if appropriate; and

plan on contingency measures”

IILG’s “terms of reference” are:’8

>

>

>

“To provide a forum of exchange on issues concerning the smooth operation
including stability, security, availability and resilience of the Internet
Infrastructure of Hong Kong;

To facilitate the stakeholders to formulate rapid and coordinated response in
case of major incident outbreaks that will affect the smooth operation of the
Internet infrastructure of Hong Kong; and

To promote IT management best practices, experience and knowledge sharing
and mutual assistance among members of the Liaison Group on protection of
the Internet infrastructure of Hong Kong.”

In the last two years, the IILG has addressed issues like DDoS attacks, DNS security,
community testing programs (pandemic-related), vigilance against cyberattacks, DNS
hijacking, and even highly specific projects, like “Protections against Vulnerability in
Microsoft Windows Remote Desktop Services,” and “Removal of the Old Key Signing Key
(KSK-2010) of DNSSEC Root Zone.””®
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3.4 HONG KONG SECURITY BUREAU

The Hong Kong Security Bureau (7 #4147 BUE BURT 1)k % J5)) serves as the HKSAR's
superordinate body for managing law enforcement, immigrations and customs control,
and emergency services.?0 Since the passing of the Hong Kong National Security Law,
the Hong Kong Security Bureau (f&% J&) has been charged with coordinating various law
enforcement agencies to enforce the legislation. These include the Hong Kong Police
Force (%% i), Hong Kong Customs Enforcement (7 [ ), the Hong Kong
Immigration Department (A357% i), prisons and correctional services (##(%), the
Fire Services Department, and the Government Flying Service (BUR 1T IR 5 5. 81
Members of the aforementioned services are also cleared to be deputized to the Security
Bureau in order to act as “special police” (7752 %) in order to augment the manpower
of the HK security forces and deal with emergency situations.8?

3.4.1 HONG KONG POLICE FORCE

Among the myriad institutions the Hong Kong Security Bureau coordinates that undertake
national security work, the Hong Kong Police Force (&2 % &, HKPF) undertakes the
lion’s share of activities pertaining to surveilling and prosecuting subversive online activity.
The HKPF operates several specialized departments under the auspices of the
commissioner of police.® Within the HKPF’s organizational structure, three departments
maintain portfolios related to monitoring online activity. These are the “B Department,”
which handles Crime and Security, the “D Department,” which handles management
services, and the “NS Department,” which is responsible for enforcement of the Hong
Kong National Security Law.
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FIGURE 1: ORGANIZATIONAL STRUCTURE OF THE HKPF#84

3.4.1.1

‘B DEPARTMENT (CRIME AND SECURITY)

HKPF’s ‘B’ or “Crime and Security Department” (Z &5 (15 M {# % )%) ) is the Force’s
main organ for undertaking criminal investigations. The Department operates several sub-
bureaus charged with combatting illicit activities including commercial malfeasance,

narcotics trafficking, and anti-racketeering.

B Department’s main instrument for surveilling and investigating computer crime is its
Cyber Security and Technology Crime Bureau (49%% % 4x ) BH% Gt & & R}, CSTCB).85
The institution was originally known as the Technology Crime Division of the Commercial
Crime Bureau (TCD CCB) before being upgraded to full Bureau status in 2015. CSTCB
is charged primarily with “maintaining the cyber security of Hong Kong and preventing

and detecting computer crimes.”8 lts mission set includes:
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1) Enhancing public awareness of computer and cyber security as well as the risks
and liabilities associated with the Internet and social media through a multi-agency
approach.

2) Enhancing cooperation with other law enforcing agencies and stakeholders to
target technology crime.

3) Strengthening coordination and sharing of expertise in handling and investigating
technology crime.

4) Enhancing investigative and intelligence gathering capabilities for tackling
technology crime. &

In addition to these functions, the CSTCB also operates the Collaboration Team of the
Cybersecurity Division (#4% % 4= #1931 %, Col CSD), which is “responsible for the
formulation and implementation of crime prevention programs and raising the awareness
of technology crime prevention techniques amongst the general public.”88

According to its website, one of the core functions of CSTCB is “proactively liaising with
major Internet Service Providers” within the HKSAR.8 This suggests that CSTCB is
tasked with requisitioning information from ISPs relevant to criminal investigations and
may be how the HKPF transmits requests to restrict access to proscribed websites.
However, the exact nature of these liaison relationships is unclear, and there is little
publicly available information detailing their function. To wit, in a 2017 session of Hong
Kong’s Legislative Council, officials observed that the HKPF does not maintain records
of the number of cases where ISPs rejected requests for information on users, nor does
it keep a statistical record of the number of cases where the Force had to apply for search
warrants to obtain information from ISPs.°® That same session featured testimony that
noted that information that can potentially be requisitioned from ISPs is often restricted
by the regions that the providers are located in, as well as internal policies regarding
retention of information.®?

3.4.1.2 ‘D’ DEPARTMENT (MANAGEMENT SERVICES)

HKPF’s ‘D’ or “Management Services” Department (] #1" (5% ) ) plays a major role
in maintaining technical infrastructure used for network surveillance as well as other
miscellaneous administrative functions.®? The Department maintains a Communications
Branch, which is responsible for maintaining HKPF telecommunications hardware and
software such as radios, telephones, and other electronic equipment, as well as an IT
Branch, which is tasked with maintaining HKPF network and information systems. %3
Additionally, in 2019 the Department established an Innovation and Solution Lab (831 /7
% H B =) which is tasked with undertaking research and development of digital
technologies used to “streamline and refine police work.”®* The Lab also conducts
technical and market research aimed at enhancing the Force’s ability to utilize new
technologies.®®
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3.4.1.3 NATIONAL SECURITY (NS) DEPARTMENT

The HKPF’s National Security or NS Department (|21 5% 22 42 i) was formed in 2020 in the
wake of the promulgation of the Hong Kong National Security Law.% It is tasked with
conducting investigations into violations of the law as well as undertaking operations to
ensure enforcement. The NS Department defines its primary areas of responsibility as
follows:

1) Collecting and analyzing intelligence and information concerning national security.

2) Planning, coordinating, and enforcing measures and operations for safeguarding
national security.

3) Investigating offenses endangering national security.

4) Conducting counter-interference investigations and national security review
activities.

5) Carrying out tasks for safeguarding national security assigned by the Committee
for Safeguarding National Security of the Hong Kong SAR.

6) Performing other duties and functions necessary for enforcement of the National
Security Law.%”

Under the provisions of the Hong Kong National Security Law, the NS Department is
empowered to conduct electronic surveillance of persons suspected of activities that
jeopardize national security.® It also has the authority to enlist the help of ISPs in
undertaking investigations and can issue takedown notices for websites and platforms
which host objectionable content.®® Notably, the Department only needs the approval of
the Hong Kong Chief Executive to exercise these powers, rather than a court order.1% In
the year since its establishment, the NS Department has made a number of high-profile
arrests for violations of the Hong Kong National Security Law, with charges ranging from
“colluding with hostile foreign forces” to posting objectionable material on social media.
102 103 Arrests for social media activity appear to be relatively uncommon, at least in
comparison to the number of arrests for activities that occur in real life rather than in
cyberspace. However, it is unclear if this is because social media surveillance is not a
HKPF priority, or if the implementation of the Hong Kong National Security Law had a
“chilling effect” on Internet discourse. Widespread anecdotal evidence supports the latter
hypothesis, with many denizens of Hong Kong scrubbing their public social media feeds
in the wake of the Hong Kong National Security Law’s implementation.'04

In addition to its role as a prosecutorial and enforcement body, the NS Department is
likely carrying out much of the work behind Hong Kong’s nascent forays into Internet
censorship. Since 2020, there have been several instances in which the HKPF has asked
ISPs to take down material deemed to be in violation of the Hong Kong National Security
Law.1% Most of these takedown requests appear to have been for websites that are
perceived as explicitly encouraging secession, such as sites maintained by pro-
democracy advocacy groups in Hong Kong, or are associated with political activity in
Taiwan (e.g., the website of the Democratic Progressive Party).'% It remains to be seen

25




whether these censorship efforts will remain small-scale and targeted, or if this merely
presaged a wider effort by Beijing to exert control over Internet content in the HKSAR.

3.4.2 COORDINATION EFFORTS BETWEEN HKPF AND PRC SECURITY ORGANS

The degree to which Hong Kong security forces coordinate with their mainland
counterparts remains unknown. Currently, there is no public information detailing
collaboration between the HKPF and PRC security forces, and Hong Kong security
officials have refused to comment on the degree to which the HKPF will coordinate with
its mainland counterparts.'%” However, both of the PRC’s premier security services, the
Ministry of State Security (MSS) and PRC Ministry of Public Security (MPS) have issued
statements pledging to “direct and support” efforts by HKPF to investigate and prosecute
crimes that violate Hong Kong’s National Security Law.1%8

3.5 INTERNET REGULATORY AUTHORITIES

The HKSAR oversees a suite of organizations tasked with preventing and mitigating
cybercrime and network intrusions outside the police force. These entities maintain
mission portfolios that are ostensibly apolitical and focus mainly on tasks such as cyber
incident response. Nevertheless, this network security apparatus has been
instrumentalized in achieving policy ends in several instances. Hence, the following
should not be conceptualized as a “comprehensive Internet censorship apparatus,” but
rather as a “tool kit” of institutions that the Hong Kong government may selectively use to
disrupt activity deemed to be seditious.

3.5.1 GOVERNMENT INFORMATION SECURITY RESPONSE OFFICE (GIRO)

The Hong Kong Government Information Security Incident Response Office (GIRO) is a
government-wide institution that acts as a main authority for coordinating cybersecurity
incident response tasks. Its core membership is comprised of representatives from the
Office of the Government Chief Information Officer, the Hong Kong Security Bureau, and
the Hong Kong Police Force.’® GIRO also provisionally employs staff members from
Information Security Incident Response Teams (ISIRT), who are invited to assist the
Office’s operations when necessary, depending on the nature of the incident in
question.'0 |ts core functions include:

e Maintaining a central inventory and overseeing the handling of all information
security incidents involving the Hong Kong government.

e Preparing periodic statistical reports on cybersecurity incidents involving the Hong
Kong government

e Acting as a central office to coordinate responses to simultaneous attacks on
government information systems.

¢ Enabling information exchanges among departmental ISIRTs.

e Forming and coordinating a “special task force” in the event of a cybersecurity
incident that affects “multiple [bureaus and departments] and/or the overall
operation and stability of the Government as a whole.” 1!
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To carry out these functions, GIRO acts as the central contact point for ISIRT branches
across the Hong Kong government and as the central coordinating body for whole-of-
government responses to major incidents.'? In keeping with this role, it frequently
coordinates with both GovCERT.HK and HKPF’s Cyber Security and Technology Crime
bureau when necessary.'3

DEPARTMENT ISIRT GovCERT .HK
GOVERNMENT INFORMATION SECURITY
INCIDENT RESPONSE OFFICE
(GIRO)

DEPARTMENT ISIRT DEPARTMENT ISIRT

DEPARTMENT INFORMATION SECURITY
INCIDENT RESPONSE TEAM (ISIRT)

COMMANDER
1
[ 1
COMMANDER INFORMATION
| COORDINATOR
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RESPONSE MANAGER
|
INFORMATION
SYSTEM MANAGER(S)

FIGURE 2: OUTLINE OF THE GIRO ORGANIZATIONAL STRUCTURE"**

3.5.2 GOVERNMENT COMPUTER EMERGENCY RESPONSE TEAM HONG KONG
(GOVCERT.HK)
Government Computer Emergency Response Team Hong Kong (BT 5 i 15 22 55 e i
t.0r), or GovCERT.HK, is a cybersecurity emergency response team tasked with
addressing incidents affecting the HKSAR government,''® and is therefore likely a major
stakeholder in restricting or circumscribing Internet freedom in Hong Kong. GovCERT.HK
was established in April 2015 and acts as a government-wide coordinating body for IT
administrators and departmental incident response teams. 16 Its main areas of
responsibility include:
P Acting as a “bridge” between HKCERT and other incident response teams
within government.
» Coordinating and advising government departments in directing responses to
information security incidents.
P Disseminating threat intelligence security alerts, advisories, and other relevant
>

information.
Promoting security awareness within the general public.
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P Collaborating with the wider CERT community and industry stakeholders to
share information related to security threats. 117

3.5.3 HONG KONG COMPUTER EMERGENCY RESPONSE TEAM (HKCERT)

The Hong Kong Computer Emergency Response Team (7 i 5 i {22 S e 78 o) or
HKCERT serves as the main cybersecurity incident response center within the Hong
Kong SAR.''® The CERT is managed by the Hong Kong Productivity Council (&4 &
J1{EHE J51). 119 Its mission set includes responsibilities such as:

P Facilitating the dissemination of public information related to cybersecurity.
» Providing advice on taking active measures to prevent security threats.
» Promoting information security awareness. 120

In order to achieve these goals, HKCERT routinely collaborates with organs within the
Hong Kong government such as HKPF and the Office of the Government Chief
Information Officer to promote campaigns such as the annual “Build a Secure Cyberspace”
(L2 4 49%%) program, which is designed to raise general public awareness about
cybersecurity issues.?!

In addition to working with local stakeholders to safeguard cybersecurity, HKCERT
maintains a close working relationship with the PRC’s National Computer Network
Emergency Response Technical Team/Coordination Center ([E ¢ H.I: M B 2 rbly), or
CNCERT/CC. A notable instance of coordination between the two organizations occurred
during the 2014 “Occupy Central” protests, when both entities worked closely together to
combat hacktivist activity connected to the “OpHongKong” campaign. According to a
report issued by CAC the two entities exchanged intelligence on websites that attackers
intended to target, and jointly coordinated policy to mitigate damage done to the targeted
websites. 22 The report concluded by emphasizing the importance of close bilateral
cooperation in “preventing social incidents brought about by large-scale network attacks”
(BE A PR KB X 4 T 17 51 ok A4 #4F). 123 |n addition to coordinating on incident response
work, CNCERT/CC and HKCERT collaborate in publishing materials such as the “Hong
Kong Google Play Store App Security Risk Report” and routinely participate in local
security conferences.?4

3.5.4 OFFICE OF THE PRIVACY COMMISSIONER FOR PERSONAL DATA

The Hong Kong Office of the Privacy Commissioner for Personal Data (&l A & kA
[ 2 B A %, PCPD) is an independent regulatory body tasked with overseeing
implementation of Hong Kong’s Personal Data Privacy Ordinance (fH A&l (FAFE) 14
%1, PDPQ).125 According to the Office’s official website, its core mission entails “ensuring
the protection of individual privacy” through “promoting a culture of protecting and
respecting personal data.”?¢ Ostensibly, the Office’s charter suggests that it acts as a
bulwark against administrative and surveillance overreach by law enforcement. However,
this role appears to have been at least partly obviated by the 2020 NSL, which supersedes
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the PDPO in instances where the two conflict.'?” Indeed, within the past year, the Office
appears to have been deputized in the effort to combat “secessionist activity” within Hong
Kong. For example, in October of 2021 the Office announced that it would serve as the
main enforcement body for the Personal Data (Privacy) Amendment Ordinance 2021,
colloquially known as the “anti-doxxing” ordinance. 282 According to the enacted
legislation, the Office would be tasked with carrying out “criminal investigations and
prosecutions for doxxing and related offenses.” The ordinance is widely regarded as a
response to the 2019 anti-extradition protests, which saw repeated instances of pro-
democracy activists exposing the personal information of HKPF officers.'?® Critics have
charged that the law is written to be intentionally vague, providing government
prosecutors with a far-reaching legal cudgel that could be used to silence dissent.3

2“Doxxing” is an Internet slang term which refers to unauthorized targeted release of personal data
through public forums such as social media platforms or forums with intent to cause harm.
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4.0 HONG KONG’S INTERNET INFRASTRUCTURE

The sections below survey major components of Hong Kong’s Internet infrastructure,
including its Internet service providers, major data centers, Internet exchange points,
autonomous system numbers, and submarine cable landing stations allocated to the city.
The sequence in which these components are covered in the discussion below reflects a
very general depiction of how these components interact with a typical Internet user and
with each other. The depiction of these relationships in the diagram below is not a
comprehensive description of events and paths mapping Internet traffic, which can vary
significantly depending on network infrastructure and how users employ it. Instead, the
diagram below is a rough representation of where these infrastructure components are
situated relative to Internet users.
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FIGURE 3: REPRESENTATION OF MAJOR INTERNET INFRASTRUCTURE COMPONENTS

4.1 HONG KONG INTERNET SERVICE PROVIDERS

The Hong Kong Communications Authority (CA) divides Internet service providers (ISPs)
into four main classes, defined by the types of services they provide and the strength of
the licensing requirements.'3' In the Hong Kong legislative context, ISPs provide any sort
of Internet or communications services, and are not all network service providers (as in
the U.S. context). The first three “classes” of licensees are Service-Based Operators
(SBOs). SBOs who provide Class 1 or Class 2 services are “local voice telephony”
providers, and are differentiated by whether they provide all services of conventional
telephone carriers, and fulfill all license conditions of carrier licenses (Class 1 has stricter
requirements, while Class 2 has minimal requirements for consumer protection only).32
Class 1 and Class 2 SBOs assign Hong Kong telephone numbers, and allow customers
to make and receive calls with other Hong Kong numbers.'33 Hong Kong has six currently
registered Class 1 or Class 2 SBOs. 34

Class 3 SBOs provide services using circuits leased from fixed telecommunications
network services licensees, fixed carrier licensees, or unified carrier licensees (Class 3
licensees are not permitted to establish or maintain their own circuits).'3® These services
include external telecommunications (communication to places outside of Hong Kong),
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value-added services for telephone communications, mobile virtual networks, radio relay,
teleconferencing, private payphones, security and alarms, and aircraft mobile
communications services. 36 Class 3 SBO licensees are dependent on the physical
infrastructure of other licensees to provide their services, and are the most common type
of SBO licensee in Hong Kong. There are 248 currently licensed Class 3 SBOs. 137

The fourth type of ISP license, which most closely resembles the U.S. conception of that
term, is the Unified Carrier License (UCL). UCLs are the only type of carrier license that
permit the provision of fixed, mobile, or combined services.'3® Companies that possess
UCLs establish and maintain telecommunications networks and facilities that are
available to the public and can apply to provide mobile virtual network services as well.3°
There are currently 27 licensed UCLs in Hong Kong.'4°

While most Internet governance laws in Hong Kong treat ISPs as a unified category, the
burden of enforcing government network policies, like blocking websites, falls on UCL
companies. Since Class 3 SBOs depend on UCL companies for their physical
infrastructure, censorship or regulatory actions taken at the UCL level will affect the SBOs.
This analysis focuses almost exclusively on UCL companies, hereinafter referred to as
UCLs, given that they, as the network providers, are the entities who can enforce
government censorship or surveillance.

4.1.1 HONG KONG’S UNIFIED CARRIER LICENSEES

Loosely, Hong Kong’s 27 UCLs can be divided into three categories of ownership:
government-owned, foreign/private, and domestic/private. While ownership categories do
not fully account for a UCL’s relationship with governmental authorities—for example,
some have larger physical infrastructure investments in Hong Kong, and are thus more
bound to the Hong Kong market and related governing rules—their relationships to the
government can largely be summaries in these three categories.

Ten of the UCLs described above are fully or partially owned by the Chinese
government—either the mainland government or the Hong Kong authorities. China
Mobile, a partially government-owned telecommunications company and the largest
mobile phone provider in the world, operates two licensed UCLs in Hong Kong: China
Mobile Hong Kong (CMHK) and China Mobile International (CMI).'4" CMI provides the
physical infrastructure to connect overseas, owning two cable landing stations that land
some of Hong Kong’s newest and most-used cable systems.'#? CMI also has a new
submarine cable that connects Hong Kong to Hainan, which has been viewed as integral
to China’s “Belt and Road Initiative” (BRI)."* CMHK is a significant investor in Hong
Kong’s broadband and fiber services, working to expand broadband infrastructure to
remote villages and providing broadband services to Hong Kong consumers.#* CMHK
also has one of the most extensive 5G networks in Hong Kong and was rated the fastest
5G provider in the region.%
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State-owned telecom giants China Unicom and China Telecom both operate in Hong
Kong as well, along with ComNet Telecom (HK), which is owned by the state-run CITIC
Group Corporation (' [E {5 & 1A [R 2~ @).146 None of these three are licensed as
mobile or fixed-line providers in the region, unlike China Mobile. These state-owned
companies have varying levels of infrastructural investment in Hong Kong. China
Telecom was the first Chinese state-owned Internet provider to partner with a local Hong
Kong fixed network provider to connect the mainland and Hong Kong networks in 2000,
when they partnered with HGC to create a “Guangzhou-Shenzhen-Hong Kong SDH
Ring.”47” China Telecom also owns one of Hong Kong’s largest carrier and cloud neutral
data centers, in cooperation with Daily-Tech and Global Switch. The data center is in the
TKO Industrial Estate, by three of Hong Kong’s cable landing stations.'#® However, the
company did not open its first brick-and-mortar store in Hong Kong until 2018.14° China
Unicom and ComNet are provide largely value-added Internet services in the region and
are less active than China Telecom.%°

The Chinese government through the State-owned Assets Supervision and
Administration Commission (SASAC) also owns a partial share of PCCW, Hong Kong’s
primary fixed-line carrier, since SASAC-controlled China Netcom (now China Unicom)
acquired a 20 percent share of PCCW in 2005."%" This ownership shift has changed how
PCCW functions in the market. The same year that China Unicom purchased shares,
PCCW and China Netcom announced a “strategic alliance” to develop business in the
mainland.'%? China Netcom began exerting its shareholder power over PCCW when the
chairman, Richard Li, tried to sell his controlling share to foreign companies (both an
Australian and a U.S. company offered $7 billion). China Netcom intervened and refused
to allow the sale on nationalist grounds.'® China Unicom’s current stake in PCCW has
dropped to 18.4 percent, but the state-backed entity maintains its hold on the company,
including through personnel: Mai Yanzhou, a senior vice president at China Unicom,
serves as a non-executive director of PCCW.154

PCCW, which is itself a UCL, controls two other UCLs in Hong Kong. The first is Hong
Kong Telecom (HKT), which it acquired in 2000. Hong Kong Telecom, like PCCW, has
long had a state-owned telecommunications firm as its second largest stakeholder. In
1990, CITIC was HKT’s second-largest stakeholder, and in 1998, China Telecom took
over as HKT’s second-largest stakeholder.®® A year after PCCW acquired HKT, it joined
in a 50-50 partnership with the Australian UCL Telstra to create a new UCL called Reach,
which was founded to offer IP backbone services.%6

Along with the eight UCLs with ties to the mainland government, there are two small UCLs
which are owned by the Hong Kong government. The first of these, Towngas
Telecommunications Fixed Network Ltd., is owned by the Hong Kong government and
China Gas Company Ltd., which was previously a public utilities company and is now 42
percent controlled owned by private shareholders and 49 percent by the public.'®” The
second, TraxComm Limited, is owned by a state transit organization, the MTR
Corporation.8
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4.1.2 FIXED NETWORK AND MOBILE NETWORK PROVIDERS

Hong Kong has seven major licensed fixed network providers: CMHK, HKBN, HKCTV,
HGC, PCCW-HKT, SmarTone, and HKBN Enterprise Solutions.'%°® Of these main fixed
providers, CMHK and PCCW-HKT are state-owned and partially state-owned
respectively, and either already cooperate or are highly likely to work with the government
to restrict Internet freedoms. Information on Hong Kong’s fixed network providers,
including several minor ones, is included in Table 1 below.

In 2018, the Hong Kong government launched an initiative to expand its fiber-optic
infrastructure into rural villages.® The government selected two licensed fixed fiber
providers, CMHK and PCCW, to lead the official efforts to expand Hong Kong’s fiber
broadband network. CMHK and PCCW won three government contracts each from the
Office of the Communications Authority in June 2020 to expand fiber-optic infrastructure
into villages across Hong Kong.6' Before that point, the Hong Kong authorities assessed
that the largest fixed fiber-optic network providers in villages were HKC Network Ltd. and
Village Telephone Ltd., neither of which is licensed as a fixed network provider.'62

This discrepancy between licensure and actual services rendered indicates that OFCA
does not necessarily enforce its categorizations for class licensees, to such a point that
other government bodies can contract companies to supply services they are not licensed
to provide. In the case of fixed networks, villages were consistently contracting Top
Express (the parent company of Village Telephone) to build fixed optical networks, even
though the company is not a licensed fixed network operator. According to meeting
minutes from the Kwai Tsing District Council, this trend is longstanding and common
knowledge; OFCA representatives were present at the meeting, with no comment on Top
Express’ lack of licensure. 163

Hong Kong has four mobile network operators: CMHK, HKT, Hutchison Telephone
Company (“3”), and SmarTone.'%* Of these four, one (CMHK) is wholly owned by the
Chinese government and is already cooperating with authorities to restrict Internet
freedom, while HKT is partially Chinese-owned and is highly likely to assist government
efforts. The remaining two (Hutchison and SmarTone) are moderately likely to cooperate
with government restrictions on Internet freedom based on their respective business
operational footprints. There are also 24 mobile virtual network operators that do not have
their own physical infrastructure but operate virtualized mobile networks on leased
infrastructure.%® Information on Hong Kong’s mobile network operators is included in
Table 2 below.

With the exception of Australian-owned Superloop and U.S.-owned Equinix (which runs
data centers), all of Hong Kong’s major fixed and mobile network providers with physical
infrastructure are owned by Hong Kong or Chinese entities. All other foreign-owned
providers do not have physical infrastructure in the city. Information on providers with no
physical infrastructure in Hong Kong is included in Table 3 below.
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Country of

TABLE 2: MAJOR HONG KONG FIXED LINE UCLS

Type of

Services provided

Likelihood of cooperation with the Chinese government

China Mobile Hong

Origin

company

State-owned

Mobile network

Already cooperates with the Chinese government. Parent
company China Mobile is a state-owned enterprise that

Kong China (China) Fixed ng;\?v\gfke ;)rovi der cooperates on censorshi% ?I?:ail;gveillance within mainland
Highly likely to cooperate with the Chinese government.
. . Partial owner of PCCW China Unicom is a state-owned
PCCW Partially Mobile n_etwork enterprise that cooperates on censorship and surveillance
and statt_a-owned . provider . within mainland China.'6” China Unicom has already
Hong Ko_ng . Hong Kong (thna) and | Fixed netw_ork provider exercised power over who can buy PCCW shares.168 Mai
Telecommunications private (Hong Smea”ne cable Yanzhou, a senior vice president at China Unicom, serves
Ltd Kong) provider as a non-Executive Director of PCCW.169 PCCW is the
parent company of HKT.170
Highly likely to cooperate with the Chinese government.
Towngas Hong Kong _ T(_)wngas operates a significant por_tion of its busin_ess ir_1
Telecommunications and State-owned | Fixed netw_ork provider | mainland (_Dhlna, and thus has experience coo.pe_ratmg with
Fixed Network Ltd China (Hong Kong) (minor) the mainland government on I_nternet restnctlons._”1
) Towngas is dependent on the mainland market.72 It is also
majority controlled by the Hong Kong government.173
Highly likely to cooperate with the Chinese government.
TraxComm Hong Kong State-owned | Fixed network provider | Traxcomm is owned by a Hong Kong state-owned metro-rail
(Hong Kong) (minor) company, meaning it is fully responsive to the
government.174
Moderately likely to cooperate with the Chinese
government. SmarTone is part of the Sun Hung Kai
. . Properties portfolio, which is the largest property
Smngqne Hong Kong Private Fixed ne_twork prowder developF:nent cgmpany in Hong Kong.17€5’ SerT%ne only
Communications Ltd. Mobile provider operates in Hong Kong and Macau; failure to comply would
hurt its performance in all of its markets and would likely
have negative consequences for its parent company.
Moderately likely to cooperate with the Chinese
HKC Network Ltd Hong Kong Private Fixed network provider | government. HKC only operates in Hong Kong, so failure to

(minor) 176

comply would hurt its performance in all of its markets.177
HKC cannot afford not to comply.
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Hong Kong Cable
Television Ltd.
(HKCTV)

Hong Kong

Private

Fixed network provider

Moderately likely to cooperate with the Chinese
government. HKCTV only operates in Hong Kong, so failure
to comply would hurt its performance in all of its markets.178

HKCTV cannot afford not to comply.

HGC Global
Communications Ltd.

Hong Kong

Private

Fixed network provider

Moderately likely to cooperate with the Chinese
government. HGC Global Communications is now owned by
a Western investment company, lessening its likelihood of
cooperating with the Chinese government.17® However, its
ownership of five cross-border cables into mainland China
(including one constructed after the company was sold)
indicate that it already cooperates with the mainland
government on Internet regulations. 180

Hong Kong
Broadband Network
(HKBN)
and
HKBN Solutions Ltd.

Hong Kong

Private

Fixed network provider

Moderately likely to cooperate with the Chinese
government. HKBN only operates in Hong Kong, so failure
to comply would hurt its performance in all its markets.
HKBN also provides about 80% of fixed line services in
Hong Kong, meaning that any government regulations
would only be effective if HKBN complies.18' HKBN'’s private
ownership status, however, implies less risk of compliance.

Easy Tone Network
Ltd.

Hong Kong

Private

Building to building
fixed-line network
provider

Moderately likely to cooperate with the Chinese
government. Easy Tone is the newest UCL, and its entire
business model centers on its infrastructure investment in

Hong Kong. 182 Easy Tone’s private ownership status,
however, implies less risk of compliance.

Village Telephone Ltd.

Hong Kong

Private

Fixed network provider
(minor)

Moderately likely to cooperate with the Chinese
government. Village Telephone is part of the Top Express
Enterprise Group, which operates in Hong Kong, Macau,
and China. 18 The company is also a contractor for Chinese
communications behemoth Huawei.'8 Top Express has
won Chinese government contracts on the mainland.185
Village Telephone and its parent company cannot afford not
to comply.

Superloop (Hong
Kong) Ltd.

Australia

Private

Building to building
fixed-line network
provider

Moderately unlikely to cooperate with the Chinese
government. While Superloop’s Hong Kong infrastructure
investment makes up a high proportion of its total resources,
its business model depends on foreign companies, like
banks, trusting the system’s security.8 Most of its clients
are likely to encrypt or protect traffic.
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Country of
Origin

TABLE 3: HONG KONG MOBILE NETWORK UCLS
Likelihood of cooperation with the Chinese government

Type of
company

Services provided

China Mobile Hong
Kong

China

State-owned
(China)

Mobile network
provider
Fixed network provider

Already cooperates with the Chinese government. Parent
company China Mobile is a state-owned enterprise that
cooperates on censorship and surveillance within mainland
China.187

PCCW
and
Hong Kong
Telecommunications
Ltd

Hong Kong

Partially
state-owned
(China) and
private (Hong

Kong)

Mobile network
provider
Fixed network provider
Submarine cable
provider

Highly likely to cooperate with the Chinese government.
Partial owner of PCCW China Unicom is a state-owned
enterprise that cooperates on censorship and surveillance
within mainland China.188 China Unicom has already
exercised power over who can buy PCCW shares. 189 Mai
Yanzhou, a senior vice president at China Unicom, serves
as a non-executive director of PCCW.19%0 PCCW is the
parent company of HKT.191

SmarTone
Communications Ltd.

Hong Kong

Private

Fixed network provider
Mobile provider

Moderately likely to cooperate with the Chinese
government. SmarTone is part of the Sun Hung Kai
Properties portfolio, which is the largest property
development company in Hong Kong.192 SmarTone only
operates in Hong Kong and Macau; failure to comply would
hurt its performance in all of its markets and would likely
have negative consequences for its parent company.

Hutchison
Telecommunications

Hong Kong

Private

Mobile network
provider

Moderately likely to cooperate with the Chinese
government. Hutchison Telecommunications and its mobile
phone service, “3,” have been involved in cross-border
communications projects, indicating that the company is
willing to cooperate with Chinese network regulations.!93
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TABLE 4:
Country of

Origin

MAJOR HONG KONG UCLS WITH NO PHYSICAL INFRASTRUCTURE

Type of
company

Services provided

Likelihood of cooperation with the Chinese government

ComNet Telecom
(HK) Ltd.

China

State-owned
(China)

No physical network
infrastructure

Already cooperates with the Chinese government. Parent
company CITIC is a state-owned enterprise that cooperates
on censorship and surveillance within mainland China.194

China Unicom (Hong

Kong) Operations Ltd.

China

State-owned
(China)

No physical network
infrastructure

Already cooperates with the Chinese government. Parent
company China Unicom is a state-owned enterprise that
cooperates on censorship and surveillance within mainland
China.1%5

Vodafone Enterprise
Hong Kong Ltd.

U.K.

Private

No physical network
infrastructure

Unlikely to cooperate with the Chinese government.
Vodafone’s footprint in China is small, with no physical
infrastructure and no established cooperation with Chinese
state-owned enterprises.19% Vodafone has little incentive to
cooperate.

Verizon Hong Kong
Ltd.

u.S.

Private

No physical network
infrastructure

Unlikely to cooperate with the Chinese government.
Verizon’s footprint in China is small, with no physical
infrastructure and no established cooperation with Chinese
state-owned companies.197 Verizon has little incentive to
cooperate, and significant disincentive through pressure
from its main markets in the West.

Equinix Hong Kong
Ltd.

u.S.

Private

No physical network
infrastructure
(see data center
infrastructure below)

Moderately unlikely to cooperate with the Chinese
government. Equinix has significant infrastructure
investment in Hong Kong’s data centers but could face
reputational damage for cooperating that would affect its
standing in other global markets.?98 Equinix does not have a
significant footprint in mainland China.

21 ViaNet Group Ltd.

China

Private

No physical network
infrastructure

Moderately likely to cooperate with the Chinese
government. 21 ViaNet cooperates with Chinese
government requirements for its mainland data centers and
would likely do the same in Hong Kong. It currently does not
operate in Hong Kong.199
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4.2 DATA CENTERS

Hong Kong prides itself on being a prime location for data centers, due to its pro-business
environment, proximity to mainland China, robust infrastructure, and data protection
laws. 20 Hong Kong’s Office of the Government Chief Information Officer (OGCIO)
established the “Data Center Facilitation Unit” as a helpdesk to assist companies in
setting up data centers in Hong Kong.?°" The OGCIO advertised Hong Kong as a prime
location for free information flow, saying in a 2021 pamphlet pushing data center providers
to come to Hong Kong that “Hong Kong enjoys free flow of information. There is no law
or administrative arrangement allowing the Government to interfere with data centre
operations or exercise content censorship.”?02

Since the passage of the Hong Kong National Security Law, the demand for data center
locations has continued to grow, and the market is expected to see massive investments
and a 30 percent growth in the next five years.2%3 Sites have been in high demand; in July
of 2020, China Mobile won a new data center site, overbidding for the land to such an
extent that they outbid the next bidder by almost 56 percent.2%4

Hong Kong has more than 50 co-location data centers, but several players in the market
are especially notable, with the largest and most numerous facilities.?°> SUNeVision and
PCCW dominated the market in 2020, while the top 10 data center providers together
made up more than 80 percent of the market.?%¢ Along with the companies mentioned
below, the UCLs China Mobile, HKBN, and Telstra all own data centers in Hong Kong, as
do international companies AT&T and HSBC.2%7




Country of

TABLE 5: SUMMARY OF DATA CENTERS IN HONG KONG

Locations

Likelihood of Cooperation

Origin

Moderately likely to cooperate with the Chinese
government. A subsidiary of Chinese steel firm Jiangsu
Shagang purchased the controlling share of Global Switch
in 2016 and subsequently bought an additional 24% in

Swﬁclzﬁb:lmg UK 18 Chun Yat Street, Tseung Kwan O Industrial 2019. 20_8 In 2020, the company’s owner_ship was tral_wsferred
Kong (registered) Estate, Hong Kong under Jiangsu Shagang. 20° The board is almost entirely run
by Jiangsu Shagang Group directors, many of whom have
served in state-owned enterprises.2’® The company’s new
Chinese ownership links make it likely to cooperate with the
government.
MEGA Plus: 299 Wan Po Road, Tseung
I\KAVéZnAOI ;\lggv (31;1earirl\5\012ﬁ3Roa d. Chai Wan Moderate_ly likely to (_:ooperate with the Chinese
Hong Kong ’ ’ government. iAdvantage is the_ b_rand name used_for_th_e
MEGA Two: 8-12 Wong Chuk Yeung Street data centers owned by SUNeVision Holdings, which is in
iAdvantage Hong Kong Fo Tan Shétin New Territories ’ turn controlled by Sun Hung Kai Properties Ltd.212 Sun Hung
(SUNeVision) ONE: S’tandard’ Chartered Tower. Millennium Kai Properties owns SmarTone, one of the largest UCLs in
City 1 388 Kwun Tong Road KV\;un Tong Hong Kong._213 As mentioned abgve, Su_n Hung Kai
Kowlo’on ’ ’ Properties, which operates predomlnantly in Hong Kong,
JUMBO: 145-159 Yeung Uk Road, Tsuen cannot afford not to comply with the government.
Wan, New Territories2"
:5; d 1;5&%32?@???’6;5?&;29 Uk Moderately un_li_kely to cooperate with tr_me Chinese _
HK2: ’1 7IF Kerry V\,Iareh’ouse 3 Shing Yiu governme_nt._Equmlx’s main mfrastructural investment in
Street, Kwai Chung, N.T. Ho’ng Kong?'s Hong Kon_g is five data centers in Hong Kong that _al_so serve
HK3: 6 /F, 1 Wang V’Vo Ts:ali Street Tsuen as “business Internet exchanges” (IBXs).219 Equinix was
Equinix US Wan. N T Hong Kongz216 ’ founded in Silicon Valley and its shareholders are largely
o HK4', 1?;_1"4”: Ever Gain Building No. 3,22 On | . uU.S. investmfant compan_ies.220 Equinix has a significant
Sum. Street. Siu Lek Yuen. Shatin H.on,g infrastructure mve_stment in Hong Kong’s da’Fa centers but
Kong?'7 ’ ’ ’ cf?ul? _1;acet regytat_lon?:]damlagelfor chtperéltm_g _thzt wouldt
? affect its standing in other global markets. Equinix does no
$§e5dn-;0\il(vv?/;§, gnggg x\:;régso Road, have a significant footprint in mainland China.
Telehouse . Moderately likely to cooperate with the Chinese
(KDDI) and ljapanKand $elehou;e Honé; IKgngtC_)CI)CE). t2 tChllJ_r YatKSt, government. Telehouse and HKCOLO formed a joint
HKCOLO ong rong seung fwan L Industrial £state, Hong Bong venture in 2011 under the name HKCOLO.net, combining




HKCOLO Sino Favour Center SFC: Sino
Favour Centre, 1 On Yip Street, Chai Wan,
Hong Kong

their resources in a 50-50 split to jointly control two Hong
Kong data centers, the “Cloud Computing Complex” and the
“Carrier Colocation Center.”22! Telehouse also has data
centers in Shanghai and Beijing, partnering with Chinese
data center companies for legal co-location in China, and so
already complies with Chinese regulations.222 HKCOLO is a
Hong Kong-based company and cannot afford to risk its
market in Hong Kong.223

MCX 5 (Sheung Wan): West Exchange
Tower, 322 Des Voeux Road Central, Sheung
Wan, Hong Kong

MCX 6 (Cyberport): Cyberport 2, 100
Cyberport Road, Hong Kong

MCX 9 (Fanling): On Ting Industrial Center,
Lot No.62, 3 On Chuen Street, Fanling, New

Moderately unlikely to cooperate with the Chinese
government. DigitalBridge now owns five data centers in
Hong Kong, after it purchased PCCW'’s Asia data center
business in July of 2021.225 DigitalBridge is a re-formed

version of the Florida-based real estate company, Colony

DigitalBridge | Hong Kong Territories Capital.226 This represents a transfer of ownership from a
MCX10 (Kwai Chung): Cargo Consolidation Chinese company to a U.S. company. Colony Capital had to
Complex, No.43 Container Port Road, Kwai be re-formed to improve its image after its founder was
Chung, New Territories arrested, indicating that it is likely trying to protect its new
MCX?7 (Fotan): Sun Hung Kai Logistic Center, image.227
8 Wong Chuk Yeung Road, Fo Tan, New
Territories224
Already cooperates with the Chinese government. CITIC is
CITIC Telecom Tower: 25/F CITIC Telecom a Chinese state-owned enterprise. It owns two major Hong
China Tower, 93 Kwai Fuk Road, Kwai Chung, Hong Kong data centers under the brand “DataHOUSE.” The
cITIC (state- Kong2?8 DataHOUSE centers are cloud-based and connected to
owned) CITIC ALC: 111 Lee Nam Road,Ap Lei Chau, | SmartCLOUD Cloud Service Centers and CITIC’s other data

Hong Kong (5t Floor, DCH Motor Service
Building)229

centers—including those in China.23¢ The CITIC Telecom
Tower hosts the main backup for the HKIX, likely a
government target of interest.23!
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4.3 INTERNET EXCHANGE POINTS

Hong Kong, like many regions, uses Internet exchange points (IXPs) to route intra-Hong
Kong traffic, providing the physical infrastructure for network service providers and
content providers to exchange ftraffic.232 IXPs work like a large Layer 2 LAN, with
numerous Ethernet switches physically interconnected. Network service providers and
content providers join IXPs for secure, cheaper, and faster connections to other
providers.233

Hong Kong has at least six IXPs, but the dominant one is the Hong Kong Internet
Exchange (HKIX).234




Hong

Owner’s
country of

origin

Owner(s)

TABLE 6: SUMMARY OF IXPS IN HONG KONG
Location(s)

Main sites:

- HKIX1 and HKIX1b are located at the Sha Tin
campus of CUHK, within 2km of each other.235

- HKIX1c, which is on an independent power grid
separate from HKIX1 and HKIX1b, was just
finished in August of 2021. Its location is not
public.236

Satellite sites:237

- HKIX2 (Co-operated by CITIC, a Chinese state-
owned enterprise): CITIC Telecom Tower, 93 Kwai

Likelihood of Cooperation

Moderately likely to cooperate with
the Chinese government. CUHK has

Chinese . eventually cooperated with other
Kong University of Fuk Rd, Kwai Chung, Hong Kon_g_ . government national security orders
Internet Hong Kong Hong Kong - HKIX3 (Co-operated by SUNeVision Holdings like closing its unions. 2% Satellite
Exchange (CUHK) Limited, Hong Kong’s largest data center provider): locations are almost all likely to
(HKIX) Sun Hung Kai Logistics Centre (Shatin), 8 Wong comply, particularly state-owned
Chuk Yeung Street, Fo Tan Sha Tin, Hong Kong télecom giant CITIC
- HKIX3b (Co-operated by SUNeVision Holdings '
Limited): 399 Chai Wan Rd, Chai Wan, Hong Kong
- HKIX4 (Co-operated by NTT Com Asia Limited, a
Japanese UCL): 6 Chun Kwong St, Tseung Kwan
O Industrial Estate, Hong Kong
- HKIX5 (Co-operated by KDDI Hong Kong Limited,
a data center provider): 2 Chun Yat Street, Tseung
Kwan O Industrial Estate, Hong Kong
Moderately unlikely to comply with
the Chinese government. AMS is
unlikely to cooperate with the Chinese
AMS and HCG . , . government, given that it depends
AMS-IX Germany and (Hong Kong Infrﬁ:ggg:uézrﬁrszgg ?(tipl)-lthC?hi??Vgﬁmﬁgnzmo more on its other markets than its
Hong Kong Communications ’ Kong2 ’ ’ Hong Kong market. However, HCG,
Group) which owns Sino Favour, would be

likely to give the government access
to the location. This may cause AMS
to withdraw.




- HK1: 17/F Global Gateway, 168 Yeung Uk Road,
Tsuen Wan, N.T., Hong Kong?24°

- HK2: 17/F Kerry Warehouse, 3 Shing Yiu Street,
Kwai Chung, N.T., Hong Kong241

Moderately unlikely to cooperate
with the Chinese government.
Equinix’s main infrastructure
investment in Hong Kong is five data
centers in Hong Kong that also serve
as “business Internet exchanges”
(IBXs).245 Equinix was founded in
Silicon Valley and its shareholders

Eq:'QIX_ U.S. Equinix ) HﬁS: E'/:'; ! KVXT%ZVO Tsai Street, Tsuen Wan, are largely U.S. investment
L 9 9 . - companies.246 Equinix has a
- HK4: 13-14/F Ever Gain Building No. 3, 22 On . - . .
. X significant infrastructure investment in
Sum Street, Siu Lek Yuen, Shatin, Hong Kong243 ,
) Hong Kong’s data centers but could
- HK5: Tower 2, No. 299 Wan Po Road, Tseung f onal ¢
Kwan O, Hong Kong2# ace reputational damage for
’ cooperating that would affect its
standing in other global markets.
Equinix does not have a significant
footprint in mainland China.
Moderately unlikely to cooperate
: . with the Chinese government. BBIX is
BBIX (at data i Co-hosted with Mega_-l. ‘Advantage MEGA-I, 399 a Japanese company, and the bulk of
Chai Wan Road, Chai Wan, Hong Kong247 . .
centers owned : L ) its data centers are in Japan, Europe,
BBIX-HK Japan - - Co-hosted with Equinix: HK1: 17/F Global . !
by Equinix and and North America. It has no footprint
. Gateway, 168 Yeung Uk Road, Tsuen Wan, N.T., . : : X
Mega-i) Hona Kongz246 in mainland China. The reputational
9 9 damage would outweigh losing the
Hong Kong market.249
- 22/F, China Online Centre, 333 Lockhart Road,
Wan Chai, Hong Kong?250
- Sino Favour Centre, 1 On Yip St, Chai Wan, Hong Already cooperating with the
Kong?51 Chinese government. ACME-IX is
- 22/F Corporation Park, 11 On Lai Street, Shatin, licensed as an ISP in China as well
ACME Hong Kong252 as Hong Kong and operates an IX
ACME-IX Hong Kong - China: ACME Universal Communications, 5/F, location in Shenzhen.255 ACME’s

Communications

GDC Building, 9 Gaoxin Central Avenue 3,
Nanshan District, Shenzhen, China2s3
(ACME has four points of presence (PoP) for its
network, all of which connect to other IXPs and
ISPs. ACME is a licensed ISP in China and is one of
the only IXPs to have a PoP in China.254)

main selling point is its access to the
Chinese market, meaning it will work
hard to protect a good relationship
with the Chinese government.
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Megaport

Australia

Megaport

Megaport does not operate its own Internet
exchange in Hong Kong. Instead, it has “Megaport
enabled locations” at 18 partner facilities, including
those owned by Equinix, NTT, HKT, Global Switch,
One Asia, and iAdvantage.256

Unlikely to cooperate with the
Chinese government. Megaport does
not have its own infrastructural
investment in Hong Kong. Megaport
does not depend on its Hong Kong
market.
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4.4 AUTONOMOUS SYSTEM NUMBERS IN HONG KONG

Autonomous System Numbers (ASNs) are globally unique identifiers that correspond with
a group of IP address prefixes, which are run by a single network operator. They maintain
a clearly defined routing policy.2%” There are 1,020 ASNs assigned to Hong Kong,
representing a variety of entities including universities, ISPs, data centers, and
government organizations.?®® These autonomous systems have varying numbers of IP
addresses and routes.?®® For each of Hong Kong’s UCLSs, the assigned ASNs are below.

TABLE 7: ASNS ASSIGNED TO HONG KONG

Name of ISP ASNs

AS4515
AS4760
Hong Kong AS9263
Telecommu_nic_:ations AS9444
(HKT;rl;ém'ted AS9925 (Powerbase Data Center)
AS17984
PCCW
(shared ownership A855.940
structure has led to AS135146 (PCCW Bus!ness Internet Access)
shared Ases) AS135621 (PCCW Business Internet Access)
AS137046 (PCCW Business Internet Access)
AS9237
Reach Networks
Hong Kong Limited
and Reach Cable AS17500
Networks Limited
China Telecom 2@228%
Global Limited AS135386
Vodafone Enterprise
Hong Kong Limited None.
AS2706
AS9269
HKBN Enterprise :8819031883
Solutions Limited AS58441
AS133849
AS136501
AS9304
AS10032
AS18116
HGC Gilobal AS45590
Communications AS63521
Limited AS133160
and AS140551
Hutchison AS10116
Communications AS10118
(previous name) AS10232
AS17794
AS45562

AS131280




Telstra International

AS4637

AS9225
HK Limited and AS9581
Telstra International AS9740
Limited AS17500
AS17744
Venzon. Hpng Kong None.
Limited
NTT Com Asia AS9293
Limited
AS9231
China Mobile AS58807
International Limited AS136750
AS137872
21 ViaNet Group
Limited None.
Equinix Hong Kong AS55852
Limited AS134533
Hong Kong Cable AS9513
Television Limited AS9908
c 2marT.°”t‘.°' ] AS9474
ommunications AS17924
Limited
Telec;-ravrm%?sations AS9899
Fixed Network AS10098
.. AS10132
Limited
Superloop (Hong
Kong) Limited None.
Ko Oparitors AS10099
o AS132101
Limited
Village Telephone
Limited None.
Easy ang Network None.
Limited
ComNet Telecom AS7705
(HK) Limited AS17814
TraxComm Limited None.
HKC Network Limited None.
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4.5 SUBMARINE CABLE LANDING STATIONS

Internet traffic enters Hong Kong at eight submarine cable landing stations (CLS). Hong
Kong’s CLSs are all located on the southeast coastline, in three main areas: (1) Tong Fuk,
which is on Lantau Island’s southern coast; (2) the southern part of Hong Kong island, at
Deep Water Bay, Chung Hom Kok, and cape D’Aguilar; and (3) Tseung Kwan O, on the
southeastern part of the New Territories.?®® Each CLS is owned by one of Hong Kong’s
UCL operators, though some provide co-location services to other UCLs that land their
cable systems in the same CLS.%6!

China Mobile International owns two of the CLSs, which cumulatively land five cable
systems. All of these cable systems connect only to Asia; the proposed Hong Kong—
America cable, which was owned by China Telecom Global and planned to land at Chum
Hom Hok CLS, was withdrawn for application in the United States. China Mobile obtained
the Chung Hom Hok CLS by purchasing the station’s owner, GB21, which was previously
a subsidiary of Singtel.?62 China Telecom Global has co-location at the Chung Hom Hok
CLS, where it lands its SJC and ADC cables (see table below).263

Four of the CLSs are owned by a combination of PCCW, which is partially owned by
China Unicom, and its subsidiaries. PCCW and HKT own the Cape D’Aguilar Cable
Landing Station, which was the first CLS in Hong Kong.?%* This CLS was touted as part
of China’s “One Belt, One Road” initiative (now rebranded as the BRI) when it was used
to land the AAE-1 cable, indicating that the mainland views the site as part of its
infrastructure and global agenda.?®® Both of the landing sites on Landau (Lantau) Island
(the Landau CLS and the Tong Fuk CLS) are owned by Reach, which is 50 percent owned
by PCCW.26¢ The Deep Water CLS is owned jointly by Reach and PCCW Gilobal (a
subsidiary of HKT).267

There are only two CLSs run by companies that are not owned (in whole or part) by the
Chinese government: the Tseung Kwan O NTT and Telstra CLSs. These two CLSs each
have only one cable system.?®® The Asia Submarine-cable Express (ASE) was built by
Japanese telecom company NTT, which manages its landing station.?®® This is the only
cable system that has no connection to a Chinese-government linked CLS in Hong Kong.
Telstra has a landing station for the East Asia Crossing — City-to-City cable system, but
this cable system also goes through the Chung Hom Hok CLS that is owned by China
Mobile.?70
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TABLE 8: MAJOR HONG KONG UCLS PROVIDING SUBMARINE CABLES

Country of Origin

Type of company

Likelihood of cooperation with the Chinese

China Mobile
International Ltd.

China

State-owned (China)

government
Already cooperates with the Chinese government.
Parent company China Mobile is a state-owned
enterprise that cooperates on censorship and
surveillance within mainland China.27

PCCW
and
Hong Kong
Telecommunications Ltd

Hong Kong

Partially state-owned (China)

and private (Hong Kong)

Highly likely to cooperate with the Chinese
government. (See Table 1)

China Telecom Global
Ltd.

China

State-owned (China)

Already cooperates with the Chinese government.
Parent company China Telecom is a state-owned
enterprise that cooperates on censorship and
surveillance within mainland China.272

Reach Networks Hong
Kong Ltd.
and
Reach Cable Networks
Ltd.

Hong Kong

Partially state-owned
(China) and private

Moderately likely to cooperate with the Chinese
government. Reach is a 50-50 joint venture between
partially state-owned company PCCW and
Australian telco Telstra. The PCCW connection to
CITIC may be used to pressure Reach to cooperate.

Telstra International Ltd.
and
Telstra Global (HK) Ltd.

Australia

Private

Moderately unlikely to cooperate with the Chinese
government. Telstra has a moderate infrastructural
investment in Hong Kong, even after leaving the
mobile phone market in 2013.273 Telstra bought
PacNet in 2015 and now controls its submarine
cable and data center resources.274

NTT Com Asia

Japan

State-owned (Japan)

Moderately unlikely to cooperate with the Chinese
government. NTT has a moderate infrastructural
investment in Hong Kong through its ASE cable and
CLS, as well as a data center, but does not maintain
its own physical network infrastructure in Hong
Kong.275 NTT has little incentive to cooperate with
the Chinese government.




Station Name (Station Owner)

TABLE 9: SUMMARY OF CABLE LANDING STATIONS IN HONG KONG

Owner’s
country of

Submarine Cable Systems

Address and Owner

Likelihood of
Cooperation

origin

(See Table 2)

Tseung Kwan O (TKO) Cable 6 Chun Kwona Street
Landing Station (China Mobile China (state- : o 9 " Already
.  Asia-Pacific Gateway (APG) Tseung Kwan O Industrial
International) owned) Estate. Hong Konaz7e Cooperates
(also known as CMI TKO CLS) ’ 9 9
6 Chun Kwong Street,
Tseung Kwan O.(TKO) Cable Japan e Asia Submarine-cable Express (ASE) Tseung Kwan O Industrial MOde.rately
Landing Station (NTT) Unlikely
Estate, Hong Kong277
Tseung Kwan O (TKO) Cable
Landing Station (Telstra) o East Asia Crossing- City-to-city (EAC- 12 Chun Kwong Street, Moderately
(Also called Pacnet landing Australia C2C) (EAC and C2C were merged Tseung Kwan O Industrial Unlikel
station. Telstra bought Pacnet in under Pacnet in 2007279 Estate, Hong Kongz8° y
2015.)278
c s e Asia-America Gateway (AAG) s
Lantau Cable Landing Station e Asia-Pacific Cable Network (APCN) Tong Fuk, South Lantau .
(Reach) HongKong | | gia-Pacific Cable Network 2 (APCN-2) Coast, HKSAR®s! Moderately Likely
e FLAG Europe Asia (FEA)
Tong Fuk, South Lantau
Coast, HKSARz283
Tong Fuk Cable Landing Station  Flag North Asian Loop/Reach North p
(Reach) Hong Kong Asian Loop (FNAL/RNAL)2zz (Lantau CLS and Tong | Moderately Likely
Fuk CLS are about 200m
apart.)284
! : ; . ia-Africa-Europe 1 (AAE-1) ! ;
Cape D'Aguilar Cable Landing Asia-A _ _ Cape D'Aguilar Road, . ,
Station (HKT/PCCW Global) g g | = o N e a2 Shek O, HKzs6 Highly Likely
¢ Asia Direct Cable (ADC) operational
Ch Hom Kok Cable Landi o Rural Building Lot 1154
ung Hom Kok Cable Landing . ) e City-to-city (C2C) ural Building Lot ,
Station (GB21, a subsidiary of Chgﬁn(:;a;te e South-East Asia Japan Cable System Teleport, Chung Hom Kok C:;reei‘a,{es
China Mobile International) (8JC) 287 P
e South-East Asia Japan Cable System 2
(SJC2) operational 2022
; e Sea-Me-We 3 (SMW3) Deep Water Bay on the
Dsie{? Wa;f ' B?}}’P%%)\IZ Iéalmg |r:g Hong Kong e TGN-Intra Asia Cable System (TGN-IA) central island of Hong Illfll?cﬁralt-g’l(y 70
ation (Reac obal) ¢ Thailand-Vietham-Hong Kong (TVH) Kong?288 Ighly Likely




4.6 CONNECTIONS TO MAINLAND CHINA

The Chinese government has stressed increasing interconnectedness between Hong
Kong, Macao, and the mainland as a matter of strategic economic policy. This is one of
the main goals of the Greater Bay Area cooperation framework that ties Guangdong to
Hong Kong and Macao.?® Through this framework, the government has supported
building new optical cables from Hong Kong to the mainland.?®® Beyond this, UCLs have
been constructing physical links between Hong Kong and China over the last twenty years,
led largely by Chinese state-owned enterprises.

China Mobile currently maintains five cross-border transmission channels between Hong
Kong and Guangdong.?®! The most recent is a cross-border optic cable on the Hong
Kong—Zhuhai—Macao Bridge.?% The four other routes come from Wenijindu, Luohu,
Futian, and the Western Way.2%3

China Mobile also connects Hong Kong to Hainan. China Mobile’s Hainan Wenchang—
Hong Kong submarine optical cable system was completed on June 30, 2021. Hainan
has been identified as a key point in the BRI and a future hub for the informatization of
BRI construction. The Hong Kong submarine cable is Hainan’s first connection to the
global Internet and a key step in turning the city into an international trade hub.2%

China Telecom and Hutchison Global Crossing (now HGC Global Communications)
maintained one of the first cross-border Internet traffic systems. They operated a
Synchronous Digital Hierarchy (SDH) ring connecting China Telecom’s cables in
Guangzhou and Shenzhen to Hutchison’s fiber optic infrastructure in Hong Kong, starting
in 2000.2% In 2018, China Telecom signed another deal with HGC, this time to create a
carrier-to-carrier interconnection on the Hong Kong-Zhuai—Macau bridge. 2% China
Telecom finished its first large-scale optical cable from Hong Kong to Guangdong in
December of 2020. The cable stretches from Hong Kong’s Sha Tian (specifically, from
Fo Tan), across the Shenzhen Bay Bridge to Shenzhen’s Binhai.?®” China Telecom also
has direct connections from Hong Kong to Dongguan, Guangzhou, and Shenzhen on its
premium Greater Bay Area network.2%8

HGC Global Communications has five fiber-optic cable connections to mainland China.
They were the first company to provide cross-border telecom services through the Hong
Kong-Shenzhen Western corridor in 2008, with other cables starting in Lok Ma Chau,
Man Kam To and Lo Wu.?® This, along with the new carrier-to-carrier connection with
China Telecom, makes HGC the Hong Kong carrier with the most connections to the
mainland.300




5.0 MECHANISMS FOR RESTRICTING OR REGULATING
INTERNET FREEDOM

This report has described the grounds for why the Chinese government is likely to
continue to tighten restrictions on online behavior within Hong Kong, focusing on
preventing civic unrest, and established that the Hong Kong government has laid the
regulatory groundwork to increase surveillance and censorship of Hong Kong’s Internet.
These contexts, however, do not necessarily predict how a crackdown will be
implemented. The section below lays out various actions that authorities could take to
restrict Internet freedom in Hong Kong and their effects. This examination of possible
tactics is based on a combined understanding of Hong Kong’s current Internet
infrastructure and regulatory framework paired with a discussion of established Internet
control methods used within mainland China’s “Great Firewall” (5 ‘XK K:3%) or its broader
“domestic Internet” (P 1t fX£%).

5.1 ANOTE ON PRC INTERNET RESTRICTIONS

Censorship methods used within mainland China have been well documented over the
last two decades in both theoretical and technical literature. The censorship apparatus in
China is built into the Internet infrastructure at every level. Three state-owned entities—
China Mobile, China Telecom, and China Unicom—have a monopoly on Internet service
provision and enact the government’s filtering, surveillance, and throttling
requirements. 30" These service providers conduct filtration at the limited number of
international gateways that connect China’s intranet to the global Internet by wiretapping
all connections and using Deep Packet Inspection (DPI) to check content for banned
keywords.3%2 They also censor content at any autonomous systems (ASes) that peer with
foreign ISPs, even in provincial ASes, with different Chinese ISPs placing their main
censorship tools at different levels.3°® The connections deemed illegal are then blocked
through three main methods: IP address blocking (which the designers of the Great
Firewall explicitly address in a publicly released paper), DNS injection, and TCP resets.304
These tactics are described in depth in several existing reports, including those by Cisco’s
ThousandEyes and ACM Queue’s Daniel Anderson.305

Known circumvention methods have been selectively blocked in mainland China, but
dedicated Chinese Internet users are still able to access foreign content through VPNs.
As HTTPS gained popularity, China’s DPI tools were unable to inspect content for banned
terms; in response, HTTPS connections are killed “at random,” leading to a significant
degradation in service.3% Unlicensed VPNs are banned in China and most foreign VPNs
have been removed from China’s Apple and Android App stores,3%” but users who
download the tools abroad are often able to use them to access content, albeit with lower
service quality.3%® VPN usage is discussed in depth in section 5.7.2.

This incomplete censorship of China’s Internet is likely a policy matter rather than a result

of technical limitations. Molly Roberts addressed China’s “permeable censorship” in her
2018 book CENSORED: Distraction and Diversion Inside China’s Great Firewall, making
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the argument that the Chinese government has crafted a censorship regime that uses
“friction” methods like quality-of-service reductions and throttling to dissuade less
invested Internet users from inadvertently or casually seeking destabilizing content, while
still allowing some circumvention methods to stand. This allows highly dedicated and
already informed users (often a part of the intellectual elite) to eventually access the
content, preventing the total blackout of information that could spur this group to focus on
taking down the entire censorship system.309

This report does not cover the existing scholarship on China’s Internet censorship
methods, which is ably described in the literature referenced above. Instead, it addresses
types of Internet freedom restrictions unique to Hong Kong—tactics that would fit with
Hong Kong’s developed and privatized Internet environment, highly online society, and
current political conditions. In instances where tactics may overlap with Chinese methods,
this report refers to literature describing in detail how China restricts content, which can
be consulted for information on existing domestic censorship.

5.2 METHODOLOGY AND KEY CONSIDERATIONS

This report assesses a variety of methods of restricting Internet freedom by grading each
method on feasibility, cost, effectiveness, political concordance, and implementation
speed. We rate each of these criteria as high, medium, or low, based upon available
qualitative research and assessment. In all instances, a grade of “high” suggests that the
given method may by more likely to be adopted, while “low” grades suggest they may be
less likely to be adopted in the immediate future.

For the purposes of this report, we regard feasibility as a description of the theoretical
ease of deployment based on the maturity of legal and technical frameworks required for
implementation. Legal pathways and justifications for Internet restrictions include laws,
codes, or policy documents detailing why and when restrictions may be enforced, while
technical frameworks refer to replicable processes and procedures for instituting technical
Internet restrictions. Highly mature frameworks for restricting Internet freedom are
enduring and already in use in Hong Kong, while mature frameworks are complete and
may be in force in mainland China but have not yet been introduced in the city or have
only recently been implemented in Hong Kong. At the opposite end of the spectrum,
immature frameworks are still under development and have not been introduced in either
the mainland or Hong Kong.

A second critical factor that impacts the likelihood of deploying Internet restrictions is
affordability, which can be manifested in actual government outlays and abstract costs.
Actual government outlays include amounts spent on the research, development, and
deployment of technical infrastructure, as well as associated “support” costs of staffing,
court cases, and other enabling elements. Abstract costs are knock-on costs resulting
from Internet restrictions, including those passed on to businesses like higher utility rates
or slower Internet speeds, as well as opportunity costs like a firm’s decision to avoid doing
business in Hong Kong thanks to Internet restrictions. We capture these abstract costs
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as “business friendliness” and “business opportunity,” respectively. Because a detailed
survey of budgetary documents and business lost due to Internet restrictions is beyond
the scope of this report, and because abstract costs are exceptionally difficult to measure
precisely, this report assesses high, medium, and low affordability subjectively.

Effectiveness is a third important factor in determining the likelihood of adopting a given
Internet restriction. For this report, effectiveness is defined as a measure’s ability to defeat
or degrade unwanted behavior while still allowing permissible behavior, as well as the
ability to deter unwanted behavior. Highly effective measures demonstrate both abilities,
while measures with medium effectiveness demonstrate one and those with low
effectiveness fail to demonstrate either.

Implementation speed, while not necessarily a direct determinant of likelihood of adoption,
is nevertheless an important fourth factor in determining which measure to adopt. Though
timelines are widely variable and difficult to predict precisely, given past and ongoing
timeframes for action, we consider “high” implementation speed to be any period shorter
than 6 months, “medium” implementation speed to be 6-12 months, and “low”
implementation speed to be any period greater than 12 months.

Finally, conformity with trends in the political environment may also have an impact on
whether a certain measure is adopted to restrict Internet freedom in Hong Kong. The
political divergence of a measure reflects consistency with existing policy stances or the
political leanings of the Hong Kong government. Measures with “high” political
concordance are either already in effect or have been explicitly championed by Hong
Kong authorities. Measures with “medium” concordance may either be under
consideration by members of the government or indirectly referenced by authorities, while
“low” concordance would suggest that the measure is not explicitly part of the Hong Kong
political discourse.

TABLE 10: ASSESSMENT OF MECHANISMS FOR RESTRICTING INTERNET FREEDOM IN

HONG KONG
Legal Real Name Data Control over

Pressure Registration Localization IXPs
Feasibility High Medium Low Medium
Affordability High Medium Low Medium
Effectiveness Medium Medium Medium High
Implementation . .
Speed High Low Low High
Political High Medium Low Medium
Concordance

This methodological approach helps summarize a complex range of factors that the Hong
Kong government could be considering ahead of any action to suppress Internet freedom.
This report, however, does not rely upon quantitative judgments of any kind to arrive at
conclusions about possible Internet restriction methods, as this type of research and
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analysis remain outside its scope. As a result, these grades should be understood as
subjective assessments by analysts based on all available information. For clarity of
language, the variables are coded only as “high,” “low,” and “medium” to provide some
sense of comparison for prioritization. At the end of the summaries of each of the four
methods is a section on “timeline and indications,” which is intended to facilitate the
transition from analysis and observation to practice.

The following sections describe these mechanisms and their development and

employment in Hong Kong, assessing their advantages, disadvantages, and prospects
for future rollout in Hong Kong proper.

55




5.3 LEGAL PRESSURE
Hong Kong government authorities have already demonstrated a willingness to use legal
pressure and threats of fines to force individuals, companies, and ISPs to assist in
restricting Internet freedom. Several legal mechanisms for doing so are codified in the
Implementation Guidelines for Article 43 of the National Security Law (NSL), which
stipulate several legal mechanisms used to enforce an Internet crackdown in Hong Kong.

Legal Pressure
Feasibility High
High; Hong Kong has already introduced
its own framework under the National
Security Law and the Personal Data
Protection Ordinance
High; Government does not need
technical  resources, and  private
companies have demonstrated their ability
to remove or block content.

Affordability High

_ Affordability of R&D and Deployment | 9N already past this stage, no longer
relevant.

High; no new manpower required, while
legal enforcement is relatively inexpensive
Medium; no new tools or staff needed for
businesses. The only cost is reputational
- Business Friendliness should businesses comply, or fines for
non-compliance (which have not yet been
enforced).
High; businesses have not left after the
NSL passage, and Internet environment
has continued to grow despite new
restrictions.
Effectiveness Medium
Low; foreign companies and encrypted
- Ability to defeat/degrade unwanted | messaging platforms unlikely to comply,
behavior So users dedicated to finding workarounds
will persevere.
High; the cost for individuals and
companies to host and post unwanted
- Ability to deter unwanted behavior content has increased, such that entities
with lower interest in unwanted behavior
will comply or voluntarily censor.
Implementation Speed High; already in the implementation stage.
High; already enacted, now represents the
political status quo.

- Maturity of legal framework

- Maturity of technical framework

- Affordability of support

- Business Opportunity

Political Concordance
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5.3.1 METHODS

The most prominent of the legal measures in the Hong Kong NSL empower police officers
to require service providers to surveil hosted content and censor or de-anonymize that
content when necessary. These methods are described briefly below.

5.3.1.1 REQUIRING SERVICE PROVIDERS TO CENSOR CONTENT

One method of restricting content is laid out in detail in the NSL’s Article 43 Section 4,
which states that: 310

“A police officer may, in accordance with Schedule 4, exercise the power to remove
messages endangering national security, and require a platform service provider, a
hosting service provider and a network service provider to provide assistance.”

The implementation guidelines for this law specify a hierarchy of actions a “designated
officer” (a Hong Kong police officer at or above the rank of Assistant Commissioner of
Police) is permitted to take to remove content from a platform. This “order of intervention”
allows an officer to first require an individual to remove a message they have posted to a
platform, then require that a “platform service provider” take “disabling action” upon the
message. In this context, “disabling action” refers to the censorship of the message —
either by removing the content from the platform or by restricting all access to the
message, which could include restricting access to an entire platform. 3"

Should action against the posting individual prove insufficient, the takedown request can
be escalated further to require a “hosting service provider” or a “network service provider”
to take disabling action.®'? In essence, the order of intervention begins with the entity
most intimately connected to the message, and expands outward, moving from (1) the
person who posted the message, to (2) the platform service provider, (3) the hosting
service for the platform, and (4) the network service provider for the hosting service, as
depicted in the diagram below.

9. REQUIRE 3. REQUIRE 4. REQUIRE
1. REQUIRE : HOSTING SERVICE NETWORK SERVICE
OFFENDER TO ’ PLAF‘,T:S‘:';:: 'TZICE . PROVIDER OR . PROVIDER FOR
REMOVE MESSAGE REMOVE MESSAGE NETWORK SERVICE HOSTING SERVICE TO
TO REMOVE MESSAGE REMOVE MESSAGE

FIGURE 5: SUMMARY OF NSL ORDER OF INTERVENTION AGAINST MESSAGES ENDANGERING
NATIONAL SECURITY

A new amendment to Hong Kong’s Personal Data Privacy Ordinance (PDPO) may
provide a second avenue for requiring content removal, focused specifically on “doxxing”
content.3'3 The new regulations will require service providers to take down doxxing-
related content using official takedown notices, with increased penalties for
noncompliance.?'* With doxxing interpreted broadly, there are fears that any act of
information sharing that includes authorities could be criminalized. For example, a 2019
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injunction aimed at protecting police from doxxing was so vaguely worded that it could
include all identifiable pictures taken of a police officer, suggesting that new doxxing laws
might in effect criminalize reporting on policing.?’® The law may have other sweeping
implications, including the legal basis to criminally charge and imprison local employees
of any platform that refuses to remove content deemed “doxxing” (like Facebook, Google,
and Twitter), and possible outright bans on websites that host doxxing content.316

5.3.1.2 REQUIRING SERVICE PROVIDERS TO DECRYPT OR IDENTIFY

Beyond the removal of content, Section 4 of the NSL also allows police to force service
providers to decrypt messages or provide user identification data if they believe that the
messages may provide evidence of national security threats.3'” The law is tailored to
permit compelled disclosure of the identity of the person who published the message on
a platform only, rather than other associated individuals.3'® The efficacy of this law is
questionable, given that the platforms who host the content are often foreign — targets
include large U.S. technology companies. The law can be enforced if there is reasonable
ground for suspecting that “a service provider has in its possession, custody or control an
identification record for the message, or may provide decryption assistance in respect of
the message.”1"°

5.3.1.3 ENTITIES TARGETED BY LEGAL PRESSURE

According to the NSL, the first entity that a police officer should approach to remove illegal
online content is the posting individual. However, while the NSL does specify individuals
as an entity that must comply with national security related censorship, they are unlikely
to be a main target of police pressure. The overall trend in enforcing content removal
suggests that the police rarely use NSL mechanisms to compel individuals to remove
messages, likely because the most incendiary public-facing websites and posts that
remain after the initial wave of self-censorship are posted by individuals who will not
voluntarily comply, while private messages and efforts to organize are more likely to be
seized as evidence in prosecuting posters rather than removed altogether. More
discussion on using enforcing the NSL on individuals can be found in section 5.3.

Platform service providers are more likely targets of the NSL, for two kinds of government
pressure: content removal and data disclosure. Although the NSL provides a legal
framework for both sorts of pressure, enforcement appears to have been largely focused
on data disclosure rather than content removal. There is no indication that the government
has leveraged the NSL to ask platform providers to remove content, but they have
previously requested that content be removed from social media platforms available in
Hong Kong, including Douyin (TikTok’s Chinese equivalent), LinkedIn, and Facebook.320
There have been no public reports of such censorship in Hong Kong since the passage
of the NSL.

According to current information, the passage of the NSL has resulted in limiting the
degree to which U.S.-based technology platforms have complied with data disclosure
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requests, despite the passage of rules requiring compliance in decryption and
identification. Between July 2019 and July 2020, before the passage of the NSL, the Hong
Kong government made 1,399 requests for user data from Apple, Google, Facebook, and
Twitter. According to company transparency reports, hundreds of these requests were
granted.®?! Granting these requests often included identifying devices and accounts, and
providing IP addresses, transactional information, and email addresses.3?? After the
passage of the NSL, however, the companies — with the exception of Apple — publicly
announced that they would be “pausing” data requests from the Hong Kong authorities
and routing them through official, legal channels like the Mutual Legal Assistance Treaty
with the United States. 323 Transparency reports indicate that Google, Facebook,
Microsoft and Twitter have not complied with any requests from Hong Kong since
announcing a “pause.”?* Available data indicates that the number of requests made by
the Hong Kong authorities for data from U.S.-based platforms have dropped significantly
since June of 2020, perhaps because of their stated stances on not responding to such
requests.32°

Hosting service providers have also been pressured to remove content several times
since the passage of the NSL, especially during the leadup to the 2021 Tiananmen
Square vigils on June 4. In early June 2021, a Hong Kong activist site called the “2021
Hong Kong Charter,” was temporarily taken down by its hosting service provider, the
Israeli company Wix.326 Wix disabled the content after receiving a letter from the Hong
Kong Police Force requiring the company to “take disabling action on electronic
message(s) on an electronic platform” within 72 hours. The letter, as published by activist
and site owner Nathan Law on Twitter, names section 7(4)(b) of Schedule 4 to the
Implementation Rules for Article 43 of the NSL, referring to Wix as the “hosting service
provider.”?7 |t states that the website in question “constitutes an offense endangering
national security” through inciting secession and subversion as defined by undermining
“national unification.”®?8 Finally, the letter notes that failure to comply with the letter by
disabling the content will lead to prosecution, with penalties of a $100,000 fine and six-
month imprisonment.32® Wix originally complied with the letter, then reversed its decision.
The site was disabled prior to a June 4 Tiananmen Square vigil and was restored on June
3 after public pressure caused the company to reevaluate.33° Wix apologized for the
action, said the removal was an accident, and promised to review its process for
screening takedown requests.33!

At the same time, U.S.-based hosting company Wordpress removed a similar pro-
democracy website, the Hong Kong Liberation Coalition, saying only that it violated
Wordpress’s terms of service, and the website would be suspended permanently. The
company did not provide any explanation for the suspension other than a “violation of
terms.” Service has not been resumed.33?

Aside from hosting service providers, pressure from authorities on network service

providers (also referred to as ISPs) to block websites is perhaps of greatest concern to
outside observers. While ISP-level bans are less complete than a removal of content,
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which will (usually) make it unavailable in any region, they represent the ability to block
numerous websites without compliance from individual platform or hosting service
providers. This is the closest approximation of the Chinese Great Firewall system to date
— while those connecting from abroad, including VPN users, can still access content,
domestic users will experience site restrictions.

The Hong Kong government first (publicly) exercised its power to ban a website at the
ISP level in January of 2021, when it required ISPs to block a high-profile protest website
called HKChronicles.333 All tested service providers — including China Mobile Hong Kong,
HKBN, PCCW, Hutchison Telecommunications, and SmarTone — failed to connect to the
website, though observers noted that they failed in different ways.334 At least one ISP,
China Mobile, intervened at the DNS level through reconfiguring its firewall environment,
a move called a “drop action.”33% Others altered the user’s IP address to prevent
connection.33¢ A professor at CUHK predicted that the discrepancies were likely due to a
lack of coordination, given that this was the first ban order.3%"

In the months following this first ban, Hong Kong’s government quietly exercised
temporary bans on other sites, largely those with ties to Taiwan. On February 13, 2021,
it was confirmed that the Taiwan Transitional Justice Commission website had become
inaccessible within Hong Kong, with SmarTone, HKBN, HKT, 3, and China Mobile Hong
Kong all blocking connections to the site using HTTP blocks.33 From April 24-27, the
Presbyterian Church in Taiwan and Democratic Progressive Party websites were blocked
in Hong Kong, which led to an apparent spillover into some foreign servers; tests indicate
that TCP/IP based blocking was used.33 The Presbyterian Church in Taiwan was
reported to be communicating with Hong Kong protestors and providing financial aid, and
was accused of seditious and destabilizing activity by a government-backed news site.340
The Recruitment Center of National Armed Forces in Taiwan website was also blocked
starting on April 24, and was not unblocked when the prior two sites were made available
again.®*! Notably, on June 18, the Hong Kong Charter 2021 website was blocked by some
Hong Kong ISPs. This website had previously been removed, and then restored, by
Wix.342

The key predictor of whether service providers will comply with government orders is not
the type of service they provide, but the comparative strength of the company’s foreign
or domestic interests. The common denominator for the platform service providers that
stated that they would not comply with data requests under the NSL is that these platforms
are already banned in mainland China, so the reputational cost of compliance for them
would be higher than any potential cost of losing access to the Chinese market. 343 In
contrast, Hong Kong’s ISPs are almost all domestically based, and are highly invested in
the Hong Kong market. For them, the cost of losing access to the Hong Kong market
would be greater than the reputational cost of complying with the government. The
likelihood of compliance is not related to service provider type, but to the relative
pressures of foreign observers and the local authorities.
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5.3.2 ADVANTAGES

Tightening restrictions on Internet behavior by pressuring companies into cooperating is
likely to be the first step in Internet restrictions in Hong Kong. There are three main
reasons that this tactic is practical and preferable: no technological investment is
necessary, authorities can experiment with and gradually increase restrictions, and it is
less threatening to businesses than infrastructural alternatives.

First, pressuring Internet service providers to comply with censorship and data
requirements avoids the challenges of imposing an infrastructure-based censorship and
surveillance system on an existing cyberspace ecosystem. While the passage of the NSL
caused many outside observers to comment that the “Great Firewall” China has built into
its mainland Internet ecosystem is “descending” on Hong Kong, the actual model of
censorship that China uses is deeply intertwined in the Internet backbone (%458 T ¥)
infrastructure.?*4 China’s Internet has developed in tandem with its censorship methods,
relying on a small number of choke points for traffic entering or exiting the country and
cooperation from government-controlled ISPs in filtering traffic at border and backbone
ASes.3* Imposing these same technological restrictions on Hong Kong after decades of
unchecked Internet development and decentralization would be time consuming and
technologically challenging; it would require more than simply mimicking the restriction
tools used on the mainland.

Second, relying on legal compliance by service providers has allowed the Hong Kong
police force to test the limits of ISP and platform compliance, measure the international
response to website restrictions, and experiment with methods of blocking websites out
gradual Internet restrictions. After the passage of the NSL, a public backlash from
Western technology companies and announcements that they would no longer comply
with data requests from the Hong Kong government led to a recalibration of the ways that
Hong Kong works with foreign technology companies and platforms.34¢ Across the board,
these technology companies noted in semi-annual transparency reports that Hong Kong’s
government reduced the volume of data requests, in some cases from hundreds within
six months to zero, likely in acknowledgement of the companies’ changed policies.34’
However, while foreign companies took a stance in noncompliance, local ISPs appeared
to comply with government censorship requirements in multiple instances.348

Hong Kong has implemented content restrictions gradually since the passage of the NSL
in 2020, waiting more than six months to use ISPs to block a website, and almost a year
before sending the first reported message takedown request to a foreign hosting
service.®* This initial gradual rollout allowed for a wave of self-censorship, as groups
disbanded and voluntarily removed content without requiring governmental
intervention.3% In each instance, Hong Kong was also able to measure the international
response to steps taken before further escalating or tightening. Trends reflect that the first
enforcement of a power under the NSL — the ISP blocking of a website, or the hosting
service disabling of content — received significant media attention, while subsequent
instances were underreported, or noted mostly in regional publications. By gradually
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tightening restrictions, Hong Kong’s authorities have managed to avoid prolonged
international scrutiny.

A gradual roll-out also allowed Hong Kong’s ISPs to experiment with different methods of
website blocking. Tests run by using website blocking probe OONI, or based on
observations of error pages, revealed that pages were blocked with a mix of IP address
filtering, DNS tampering, and TCP/IP blocking.3%!

Third, Hong Kong’s reliance on cooperation from ISPs has thus far kept major technology
companies from leaving the city — either by moving data outside of the country or ceasing
service to the region.®%? There have been some exceptions like Canada-based VPN
company TunnelBear, which has removed its Hong Kong servers.3% Other companies
may reevaluate their status as laws tighten. As Hong Kong moves towards changing its
privacy rules under new anti-doxxing amendments, technology companies like Facebook,
Twitter, and Google have again threatened to quit the region, saying it would put their
local staff in danger.3%

By and large, however, no major moves have been taken to move data centers, servers,
or key personnel abroad. By avoiding physical takeover of key infrastructure to date, Hong
Kong’s authorities have apparently managed to keep their policies sufficiently palatable
to foreign technology companies.

5.3.3 DISADVANTAGES

While the legal pressure approach to governing Internet behavior has benefits, it has
drawbacks that undermine its reach and scalability. Service providers have already
demonstrated varying levels of compliance with Hong Kong police orders, and have not
yet faced prosecution, indicating that Hong Kong’s authorities lack the leverage to enforce
the NSL on foreign companies — particularly those like U.S. social media platforms that
do not operate in the mainland and are not dependent on Chinese markets. International
audiences have exerted counter-pressure on foreign companies and increased their
scrutiny of companies’ behavior in Hong Kong, making it harder for them to quietly
comply.3%® As a result, service provider compliance has been incomplete and subject to
reversals, hindering Hong Kong’s ability to censor. Depending on companies to comply
on a case-by-case basis may prove a risk that the authorities are not willing to take.

Even complete blocks on websites or removal of content have proven weak compared to
the mainland’s “Great Firewall” system. Hong Kong’s website blocks have appeared to
use either IP blocking or DNS injection tactics — both relatively “lightweight” solutions with
known workarounds.3% In IP blocking, a router will identify a blacklisted destination IP
address and inject routing information into the BGP that hijacks traffic to the banned site,
breaking the two-way communication necessary for a connection to be established.3%” |IP
blocking can be easily evaded by using a proxy or moving to a new IP address.3%® DNS
injection is a tactic of identifying sensitive queries to a DNS, and injecting a faked DNS
response with a spoofed IP address that will reach the user faster than the real response,
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thus blocking their connection to the banned site.3%® When DNS tampering occurs, it is
sometimes possible to directly access a site through its IP address, to use an alternative
DNS server, or to access the same content through a different (unblocked) domain
name.360 China’s “Great Firewall” uses not only IP blocking and DNS injection, but also
relies on Deep Packet Inspection (DPI) to identify banned keywords or content.36! This
tactic is much harder to evade, and filters out a great deal more content.

Without using DPI, the current method of restricting content is not only easy to evade, but
also challenging to scale. IP blocking and DNS tampering both require a complete list of
sites to block and require manual censorship to identify when sites have moved to new
domains or switched IP addresses. This method can work to block a limited number of
sites who are not actively trying to evade censorship but will not be able to completely
block a large, dynamic list of sites.

5.3.4 PROSPECTS

Going forward, observers can expect to see more sites blocked, more completely, for
longer amounts of time. Hong Kong Chronicles, the first site blocked by ISPs, was
incompletely blocked from the start; regular web probe tests run on the site by OONI
indicate that the site could be reached some proportion of the time even in the earliest
days of the ban.362 Between January 1 and January 25, 2021, only about half of tested
ASes blocked Hong Kong Chronicles.363 Among those that did not block Hong Kong
Chronicles were ASes from HKBN, China Mobile, and Hutchison—ISPs that did block at
least some traffic to Hong Kong Chronicles during that time period.364

ASes that blocked Hong Kong Chronicles between January 1 and January 25 included:36°

AS AS Owner Block Type Block Ended
AS10118 Hutchison TCP-IP 01/25
Telecommunications36é
AS4760 PCCWwyse7 TCP-IP 01/16
Block remained in place
368
AS17924 SmarTone DNS through 03/24
Hong Kong
AS4515 Telecommunications TCP-IP
(HKT)369
Hong Kong .Cal?le TCP-IP (in January), Block remained in
AS9908 Telecommunications DNS on 03-17 place, as DNS, through
(HKCT)370 03-17




ASes that did not block Hong Kong Chronicles between January 1 and January 25
included the following:

AS9269 HKBN371

AS38819 CSLsr2

AS9304 HGC Global Communications373 (Hutchison)
AS133752 Leaseweb Asia Pacific374

AS4641 HKIX375

AS9231 China Mobile Hong Kong?376

The sites that are most likely to be blocked appear to be those with ties to the protest
movement and Taiwan, particularly those that are taking direct action in supporting
independence, secession, or expatriation agendas. For example, the Presbyterian
Church of Taiwan was blocked because it was said to be funding secession in cooperation
with a Hong Kong-based pro-secession figure.3””

Beyond more comprehensive, longer lasting website blocks, there are still avenues for
Beijing to tighten Internet control through cooperation with U.S. service providers. Apple,
in particular, has acted in concordance with the Hong Kong government in the past: it
removed content from the App store that showed “pro-police” and “pro-protest”
restaurants and businesses, and removed an app with protest maps, both in apparent
capitulation to the Hong Kong authorities.3”® Apple has already made VPNs unavailable
in mainland China’s App store.37°

It is also possible that in tightening its restrictions, foreign companies will move their
offices and key personnel outside of the region, hurting Hong Kong’s economy and
reducing the authorities’ ability to exert pressure. Foreign technology companies
reportedly started looking at backup plans for Asia-Pacific locations after the passage of
the NSL in 2020, and publicly threatened to quit Hong Kong in 2021 over the proposed
anti-doxxing law, primarily due to concerns that local staff could be held criminally
responsible for the platform’s refusal to comply with content removal requests.®8° China
may use a workaround that India has recently imposed on Internet companies: mandating
the presence of a compliance officer within the country for all Internet service providers.38"
This individual could serve as leverage for the Chinese government, and a target for
criminal charges should foreign companies refuse to comply.

5.3.5 TIMELINE AND INDICATORS

There are two categories of indicators to watch for to measure how legal pressure is being
used to stifle Internet freedom in Hong Kong: increasing instances of the existing tactics,
and escalation into new forms of pressure. As established above, the Hong Kong
authorities are already using legal pressure to curb Hong Kong’s Internet freedom, so
outside observers should not focus on whether authorities are using legal pressure, but
to what extent they are using this tactic. The focus should be on identifying escalation,
either in volume or in the type of tactic authorities use to pressure companies to comply.
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Many of the indicators of whether this censorship method is being used more frequently
are readily apparent; they will likely mark a continuation of current trends, with increasing
rates of behaviors that are already being observed. One relevant metric for increasing
legal pressure is the request rate for companies to release data to the Hong Kong
authorities. For numerous American technology and communications companies, this
data is disclosed in regular transparency reports. 38 Tracking Apple’s transparency
reports may be particularly telling, because Apple is one of the only companies that
releases transparency reports to operate on the mainland and has been the most hesitant
to commit to noncompliance with NSL requests. 38 An increase in government data
requests from Hong Kong would be a clear sign of escalation. However, most of these
companies release transparency reports for a given period months, or even years, after
the relevant timeframe, meaning that this metric may be too delayed to serve as a useful
gauge. 384

Another sign of an increased volume of legal requests to take down content is higher
rates of unexplained website removals. Websites that are taken down by the hosting
provider will be unavailable globally, likely without any explanation for their removal.
Hosting companies like Wix and Wordpress that have previously removed sites in
cooperation with the Hong Kong authorities, are likely to be issued a letter that explicitly
states that “pursuant to Article 63(3) of the National Security Law, the relevant institutions,
organisations and individuals who assist with the handling of a case shall keep
confidential any information pertaining to the case.”® This was the case for the removal
letter sent to Wix by the Hong Kong police. %8¢ One of the most effective ways to track
website removals is with tools like OONI, which crowd-sources a list of sensitive websites
(including Hong Kong specific websites), and runs regular “probes” through various ASes
in Hong Kong and around the world to check if the website is still accessible.?®” These
tests will reveal if the website is removed globally (taken down by either the site owner,
either in self-censorship or in response to a police request, or by a hosting service
provider), or locally (indicating ISP censorship).
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IS THE WEBSITE DOWN
ANYWHERE ON THE WEB?

e
I

IS THE WEBSITE
INACCESSIBLE FROM EVERY
GEOGRAPHIC REGION?

NO CENSORSHIP
HAS OCCURED.

YES.

THE SITE WAS LIKELY
REMOVED BY THE USER OR
BY THE HOSTING SERVICE.
REDIRECT MESSAGES MAY

PROYVIDE SPECIFICATION.

YERIFY THROUGH MULTIPLE
ACCESS ATTEMPTS. TEST
DIFFERENT ASkes, INCLUDING
THOSE BELOINGING
TO THE SAME ISPS. IS THE
ANOMALY REPLICABLE
ACROSS MULTIPLE ASES?

YES, ACROSS MULTIPLE ISPs.

THIS SITE WAS LIKELY
CENSORED BY ISPS IN
RESPONSE TO A
GOVERNMENT REQUEST.

YES, BUT ONLY ON ONE ISP.

IS THE WEBSITE
INACCESSIBLE FROM EVERY
GEOGRAPHIC REGION?

POSSIBLE TECHNICAL
ERROR, POSSIBLE (BUT
NOT LIKELY) CENSORSHIP
BY A SINGLE ISP. MONITOR
FOR FUTURE TRENDS.

LIKELY, NO CENSORSHIP
HAS OCCURED

FIGURE 6: FLOWCHART FOR INVESTIGATING WEBSITE BLOCKAGES

66




In contrast to the above instances of legal pressure, which have already been observed
in Hong Kong to some extent, there are some types of indicators that observers can track
to look for escalating forms of legal pressure—signs that the authorities are using legal
pressure in more coordinated or comprehensive ways.

Timing of website blockage

In the previous instances of ISP-level website blocks, sites have been removed for short
periods of time (usually, less than a month), before they become at least partially
accessible again. In the case of Hong Kong Chronicles, the first site to be blocked on an
ISP level, the site was inaccessible from all tested ISPs for periods of time ranging from
several days, to almost two months.388 By April and May, no ASes were blocking the
site.38 More permanent website bans would represent an escalation of legal pressure.

On another timing note, several police requests for hosting services to take down content
were correlated with political timelines; two website takedown requests just predated the
Tiananmen anniversary in early June. 3% A likely sign of further escalation is targeted
website removals or blocks at politically relevant anniversaries, intended to stifle
discourse and minimize mobilization. This scaling up of crackdowns in anticipation of
anniversaries is a common tactic in mainland Internet censorship and could logically be
incorporated into Hong Kong'’s toolkit.3°!

Coordinated and comprehensive blocks

Previous instances of ISP-level website blocks have taken effect on different days, lasted
for different lengths of time, and used different methods. In some cases, a few ASes
belonging to an ISP blocked a site, while others did not. 3°2 One observer hypothesized
that the difference in blocking methods could be attributed to a lack of ISP cooperation,
indicating that government officials had ordered a block without specifying a method or
timeframe.3%® Coordinated blocks, then, that use the same method, for the same time
frame, would indicate increasing government oversight. It would signal a transition from
an experimental phase, where ISPs are given relatively free reign to interpret government
directions, to close oversight and strict implementation guidelines.

Legal or retaliatory action taken against non-compliant entities

While the NSL lays out consequences for entities that do not comply with governmental
takedown orders, no legal action has been taken thus far against entities other than
individuals who do not comply.3% Should the police choose to fine a company (a provision
under the NSL), arrest local employees (allowed by the new anti-doxxing provision of the
PDPO), or ban a platform for failing to comply, this would mark a clear escalation of legal
pressure. Even a single instance of enforcement would send a clear message that the
government has the intention and means to enforce a rule that will hurt its business
environment, a stance that the authorities have yet to fully adopt.

Official legal actions are not the only way for the government to make its displeasure with
a noncompliant company apparent. Officials can also take retaliatory action on the
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mainland to exert further pressure on a targeted entity. The government’s ability to crack
down on a company’s presence in the mainland is thought to be the key factor in Apple’s
historic compliance with Hong Kong police requests for data or App store takedowns.3%
Watching for action taken against telecommunications or Internet companies in mainland
China may reveal threats or retaliation for a company’s behavior in Hong Kong.

Timeline for escalation

In contrast to some of the other methods discussed here, legal pressure is a tactic with
its regulatory framework already in place and active. Any of the above steps could be
taken without any other warning and could be implemented immediately. Implementation
of the NSL has so far come in waves; individuals were arrested and charged in groups,
with all relevant individuals targeted simultaneously. 3% Legal enforcement of the NSL on
Internet companies would likely take a similar shape: a coordinated enforcement against
several relevant entities simultaneously.

The only caveat to this timeline estimate is that website bans through ISPs would likely
be limited in scale compared to lists on the mainland — while mainland providers block
banned content along with certain domains and web addresses, ISPs in Hong Kong are
not asked to perform in-house content filtration under the NSL, and thus would be required
only to block a given list of sites. As discussed in the disadvantages section, there are
known workarounds to this method. 3% For content blocking measures that are more
advanced than manually entering a set list of IP addresses or domain names to ban,
which would be easily implemented by ISPs, scaling a content blocking system would be
time consuming. That type of content moderation is beyond what we expect to fall under
this category.
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5.4 REAL-NAME REGISTRATION

While mainland China’s “Great Firewall” focuses on censoring content to assert control
over information availability in cyberspace, the Hong Kong government has thus far
largely prioritized monitoring online content, and using it to detain, threaten, or incarcerate
individuals seen as undermining national security. The Hong Kong government’s goals
for regulating Internet behavior center on curbing “anti-government” or “pro-secession”
mobilization. To that end, de-anonymizing all online behavior has the potential to stifle
free expression and allows the police to identify, detain, and incarcerate those who persist
in various forms of activism.

Hong Kong’s government has already begun to institute real-name verification for some
aspects of Internet usage and may expand real-name registration to cover broader
aspects of the cyber ecosystem in the short term. In the long term, technological
developments like IPv6 uptake rates may de-anonymize even more online behavior.

Real-Name Registration

Feasibility Medium
Medium; Hong Kong has passed one real-
- Maturity of legal framework name registration law, and can incorporate

mainland China’s rules in the future.

Medium; Hong Kong government requires
no technology. Companies must build
real-name registration database and

increase staffing to enforce new rules.
Affordability Medium

Medium; Government must develop
- Affordability of R&D and deployment legislation, negotiate with stakeholders,
and enforce new rules.

High;  Maintenance only  requires
enforcement and inspection staffing.
Medium; Businesses must develop real-

- Maturity of technical framework

- Affordability of support

- Business friendliness name registration databases and increase
staffing.
Medium; Businesses may find

implementation and reputational costs for
compliance too great to operate in the

region.
Medium; Workarounds for real-name
registration still exist through VPNs,
foreign platforms, and foreign SIM cards.
High; Finding a workaround is costly and

requires  significant investment, and

- Business opportunity

- Ability to defeat/degrade unwanted
behavior

- Ability to deter unwanted behavior




perceptions of surveillance lead to high
self-censorship.
Low; Long legislative process and
implementation period.

Medium; Real-name registration of SIM

Implementation Speed

cards is already a part of the political
environment, but no other regulations are
in drafting yet.

Political Concordance

5.4.1 METHODS

The ability of a real-name registration regime to successfully regulate Internet freedom in
Hong Kong is dependent on multiple levels of de-anonymization and the self-censorship
that results. De-anonymizing online behavior reduces undesirable content in two ways: it
increases self-censorship of online content, while allowing police to criminally charge and
even incarcerate individuals who refuse to self-censor. This tactic has long proved
effective in mainland China, where real-name registration rules for various platforms
stifled political and social discourse for more than a decade.3%

The effect of real-name registration on individuals’ removal of illegal content is already
apparent in Hong Kong after the passage of the NSL. Real-name registration is a
precondition for implementing the NSL’s power to force individuals to self-censor or face
legal consequences - this provision cannot be enforced without identifying the user who
posted illegal content. Under the NSL, individuals can be required to remove messages
within a certain timeframe if they either constitute or are likely to cause a national security
threat. Real-name registration on all social media platforms or SIM cards would allow the
government to trace content to users.

The public’s response to the passage of the NSL shows how real-name registration can
stifle Internet freedom on many levels simultaneously, triggering self-censorship, seizure
of devices known to be linked to illegal content, and heightened surveillance of associated
individuals. After the passage of the NSL, many individuals admitted to deleting political
messages, changing profile pictures, and removing all evidence of support for the pro-
democracy movement.3® For others, deleting information on protests was seen as a way
of protecting others within the movement; Joshua Wong, a democracy advocate currently
incarcerated under the NSL, discussed deleting records of meetings in case phones were
seized.*%0 After the passage of the NSL, more than 3,700 phones were seized over the
span of five months, and content was accessed, indicating that some changes to content
could have been attributed to police rather than individual compliance with the NSL.401

Identifying a singular method that was used to remove illegal content — police seizure of
devices, activation of the NSL’s powers over individuals, or simply self-censorship - is
challenging because these tactics tend to coincide.*?? One case highlights the difficulty in
identifying which mechanism leads individuals to remove content. In June of 2021, the
Facebook page of democracy activist Agnes Chow, who was released from prison earlier
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that month, was disabled.4% It is unclear whether police forced her to take it down under
an NSL notice, or whether she self-censored in the wake of her incarceration. However,
the resulting censorship nonetheless demonstrates the power of real-name registration
in restricting Internet freedom.

While Hong Kong is still in the early stages of linking online content to verified identities,
this tactic has long proved effective in mainland China, where real-name registration rules
for various platforms stifled political and social discourse for more than a decade.*%
Mainland China can serve as an example of how real-name registration can be scaled
into a fully identified Internet ecosystem that represses free speech through policing and
self-censorship.

Mainland China has steadily implemented a variety of real-name registration rules over
more than a decade, all designed to ensure that every step of a user’s behavior in
cyberspace was identifiable, from accessing the Internet to sharing content. These
measures began with platform-level real name login requirements in 2009, and were
quickly followed by Weibo account real-name registration verification in 2011 and Internet
access real-name registration rules for telecommunications providers and mobile phones
in 2013.4%5 By 2017, these efforts had culminated in a more rigorous and comprehensive
set of regulations requiring real-name registration for Internet forums, comment threads,
and online groups,*% as well as for account registration on any sites or services.*%” Much
of the legal burden for enforcement of these rules was placed upon network and website
operators.4%8 By implementing a real-name requirement on many levels and relying on a
set number of state-backed telecommunications providers to gatekeep all access to the
Internet, China was able to reduce circumvention options relatively quickly.4%°

While Hong Kong has yet to adopt real-name registration at anything remotely
approaching the scale with which it is employed in China, Hong Kong authorities are
beginning to implement real-name registration in various realms related to Internet
freedom, especially for mobile phone SIM cards and digital wallets as described below.

5.4.1.1 REAL-NAME REGISTRATION FOR SIM CARDS

Hong Kong is already beginning real-name registration for mobile SIM cards purchased
from local telecom operators. It was announced in January 2021 that all individuals
purchasing new SIM cards in China would have to submit identification paperwork to their
telecom operator before service is provided.*'° The law specifically targets pre-paid SIM
cards (PPS), since SIM service plan (SSP) cards already require personal details to be
activated for regular billing. 4" Currently, PPS cards can be purchased from most
convenience stores and require no identifying details, which the government argues
makes them easy to use for criminal activity.#'> Hong Kong’s Under Secretary for Security
states that 70% of local crimes involving SIM cards used PPS cards, and 90% of
telephone deception cases on local SIM cards used anonymous cards.*'3 Currently, 56%
of total mobile cards in Hong Kong are unregistered PPS cards, and users own an
average of three SIM cards.414
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The new regulations will require that all PPS cards be registered to a verified individual
or business by February 23, 2023. Operators must implement their customer registration
storage system by March 1, 2022, while all PPS cards must be registered to users by the
following year.4'®> There will also be a per-person cap on PPS cards, with 10 per individual,
and 25 per corporation.4'® The time frame and PPS card cap restrictions were both
loosened after public consultation.

Real-name registration regulations specifically allow law enforcement authorities (LEAS)
to obtain registration details for a SIM card without a warrant “if the nature of the crime is
serious or urgent.”#” The original drafting of the law made no mention of the NSL,
focusing instead on fraud and other crimes.4'® However, the Deputy Director of the Hong
Kong and Macao Affairs Office, Deng Zhonghua, linked the registration system to other
policies aimed at protecting national security in a speech marking the one-year
anniversary of the NSL’s passage.*'® The regulation was put in the same category as the
oath of allegiance requirement for civil servants and new education curriculum rules.420

5.4.1.2 REAL-NAME REGISTRATION FOR DIGITAL WALLETS

The Hong Kong Monetary Authority introduced real-name registration for all Hong Kong
digital wallets in July 2021, limiting the functionality of wallets that did not link to their real
names.*?! Real-name registration for digital wallets came with privileges in 2021, such as
the ability to test out a new digital RMB wallet, which was only available to those with real-
name registered digital wallets.4??

5.4.2 ADVANTAGES

Real-name registration is a likely tactic to restrict Internet freedom in Hong Kong because
the framework for these regulations has already been established in the mainland, it
requires no technical investment from the government, and it relies on pressuring the
same entities who are already involved in censoring websites under Hong Kong’s
National Security Law. Perhaps most importantly, real-name registration directly supports
a Hong Kong law enforcement priority in regulating Internet behavior: identifying and
criminally charging individuals who undermine Chinese government authority.

First, mainland China’s experience with real-name registration means that minimal
regulatory effort or policy experimentation would be required to effect real-name
registration laws in Hong Kong. China’s first efforts at real-name registration were
ineffective, both because technology companies had little incentive to comply, and
retroactively registering existing users was challenging.4?® The 2017 strengthening of
real-name registration rules by the CAC was far more effective as it placed the penalties
for non-compliance on service providers.#?* On a regulatory level, China has already
experimented with methods of increasing cooperation and compliance. Hong Kong
authorities can be expected to learn lessons from the Chinese experience and could
directly import this Internet surveillance framework to the city with minimal changes to
technical or legal infrastructure.
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Second, like the censorship and takedown requirements mandated under the NSL, real-
name registration would require no technical investment on the part of the government,
instead pushing any substantive implementation costs to service providers who bear the
brunt of liability for enforcement. The system relies on compliance from service providers,
who are held legally accountable for incomplete or inaccurate registrations.4?> By shifting
the implementation burden onto service providers, government authorities escape the
technical and financial burden of creating a real-name verification infrastructure.4?6

Third, Hong Kong authorities could rely upon established relationships with mobile
carriers and ISPs to execute real-name registration. Over the last year, the Hong Kong
police has used the NSL several times to require cooperation from ISPs, demonstrating
that the government has sufficient leverage over these network providers to require
cooperation on real-name registration. 47 Additionally, several of these companies
operate in mainland China, indicating that they have experience implementing identity
verification, and are willing to cooperate with the regulation. (The largest mobile provider
in Hong Kong is China Mobile, a state-controlled carrier that operates on the mainland).

Last but certainly not least, real-name registration supports the identification and arrest
of violators, which appears to comport with Hong Kong’s current security priorities. Since
the passage of the NSL in June 2020, the law has been repeatedly and predominantly
used to identify individuals posting “illegal” messages online. The police have placed their
focus on arresting and charging violators of the NSL, rather than on using the other
powers of the NSL, like censoring online messages. Overall, the Hong Kong police have
arrested 117 people suspected of violating the NSL in the first year since its passage.+?®
Many of these individuals were specifically arrested for their online messages. In June
2020, four students were arrested for advocating for Hong Kong independence online.42°
In August of that year, four more students were arrested for advocating for terrorism online,
in connection to the University of Hong Kong student union.#3° In July 2021, two men
were arrested for online calls for boycotts and threats against a Hong Kong broadcasting
company.43! Compared to arrest rates, the Hong Kong police appears to be using its
censorship through takedown request powers rarely, with less than ten websites known
to be targeted and even temporarily suspended within the last year.432

5.4.3 DISADVANTAGES

While real-name registration is comparatively efficient and requires little technical or
policy investment on the part of government authorities, it is not a perfect solution for
implementing controls on Internet freedom. Real-name registration may be rendered less
effective when foreign platforms refuse to comply, service providers lose customers, and
if international SIM cards remain unregulated.

Foreign platforms are unlikely to comply with China’s real-name registration policies in

the current climate, particularly as many companies have recently taken stances on non-
cooperation with Chinese government identification and data request policies.*3 The
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language of Article 4 of the NSL, requiring service providers to comply with data requests
from the authorities, specifically states that authorities may demand identification records
or decryption assistance if “there is reasonable ground for suspecting that.... a service
provider has in its possession, custody or control an identification record for the message,
or may provide decryption assistance in respect of the message.”3* Foreign companies,
like VPN providers, have thus far intentionally avoided making and storing such
identification records. 43> Other companies, like Google, have historically refused to
comply with government real-name registration requirements: in 2009, Google refused to
comply with South Korea’s real name registration system, choosing to disable content
upload and comments rather than verify user identities. 43 Although platforms like
Facebook and Google have maintained their own real-name registration requirements for
several years as a matter of company policy,*¥” they are currently unlikely to either share
this information with governments or to strengthen these policies in line with new laws in
Hong Kong.438

Beyond the possible refusal of foreign companies to comply with real-name registration,
such a regime would also be hindered by costs imposed on the Internet service providers
that would have to bear the actual cost of enforcing the rules. The costs for Internet
service providers to implement identity verification is high, particularly for platforms with
large, existing user bases.*3 These costs were a major obstacle in enforcing real-name
verification in mainland China before 2017.440 Combined with the possible loss of
customers who do not want to comply with real-name registration could disincentivize
cooperation with a real-name registration regime in Hong Kong, the cost of enforcing real-
name verification on an organizational level could prove unfavorable for the ISPs actually
carrying out the policy.*4

Finally, existing real-name registration policies may be rendered less effective by failure
or inability to cover all known circumvention methods. One known circumvention method
for real-name registration in Hong Kong is to use international SIM cards with roaming;
under the new SIM card registration rules, international SIM cards are exempt from
registration. 442 Circumvention methods for real-name registration are challenging,
however, especially because providers are incentivized to verify identity documents
carefully, or face punishment.44® The rules for real-name registration usually include
producing official identity documents, meaning that circumvention is challenging at
best.444

5.4.4 PROSPECTS

To the extent that real-name registration efforts in Hong Kong parallel the regime in China,
such efforts to de-anonymize Internet services can be expected to expand. The future of
real-name registration, both in Hong Kong and in mainland China, is likely to center on
IPv6, a new Internet protocol system with enough unique IP addresses that each device
in the world could be individually identified.*4> While IPv6 provides numerous benefits,
China’s push for IPv6 deployment can be at least partially linked to the ability to identify
the machine behind every piece of traffic on the Internet.#46
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Chinese lawmakers and security experts have pointed to IPv6 as a target for massive,
device-level real-name registration, and have been planning for IPv6 adoption for the last
two decades, starting with rudimentary research between 2003 and 2010.4 The
government is considering creating a system where unique IP addresses are assigned to
individuals, which would allow Internet behavior to be tracked in a way that is
inconceivable with the IPv4 system.*48 Articles have been published in Chinese-language
sources on IPv6 real-name registration dating back almost a decade.**° This sentiment
was made explicit by Wang Jianmin, the chair of computer science and technology at
Tsinghua University: “With IPv6, we would know where every piece of data is from, which
machine it was sent from, and who received it.”+%°

Others have expounded on the potential of IPv6 to enable real-name registration across
the Internet. Wu Hequan, who served as chairman of the Internet Society of China,
explained that China planned to make IP generation “regular and followable” by creating
a set of IP address allocation rules where IP addresses would be as traceable as
“telephone and mobile numbers.”#%" He has confirmed this plan in several interviews,
saying “The traceability of IPv6 can also support online applications to established real
name authentication systems."452 In an interview with The Paper in 2017, Wu said that
“At present, our IP addresses are dynamically distributed, and it is impossible to realize
one-to-one correspondence between addresses and computers, or addresses and
people. But in the IPv6 era, with enough addresses, each person can have an address,
and we can realize the real-name system, with improved network security management
capabilities.”®3 Specifically, Wu said that IP addresses would be allocated like phone
number area codes, with region, operator, and age of user specified by the number.4%*

While its capabilities are still being developed, the Chinese IPv6 registration system is
based on combining separate sets of information: user data, IP usage reports, and IP
address assignment. The IPv6 address allocation system will assign devices their own
unique IP addresses which will then be associated with a user. |IP usage reports will allow
the government to “Monitor the IP usage of frequent users of broadband access services,
cooperate with the upper-level application management system to find out that the IP
address has not been reported for use, and find IP addresses whose actual usage is
inconsistent with reported usage.” %% Usage reports will monitor IP address usage
“abnormalities” in daily reports.4% This system will allow for information lookup and
management for all users based on IP address, which will be associated with verified,
real identities.4®” This information record will include the user’s ID, real name, their ID
document type, their ID number, their state, city, village, address, zip code, telephone
number, mobile number, and email.*>® For foreigners, it will also include an immigration
number, and for businesses, their business registration information.4%® Every piece of
information transmitted from an |IP address can be tracked to a single device and its
associated user in the most complete method of real-name registration to date.

The IP real-name registration system being developed in mainland China could plausibly
be implemented in Hong Kong as its IPv6 deployment rate continues to grow. Hong
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Kong’s transition to IPv6 has been less publicized than mainland China’s, but its rate of
IPv6 deployment is similar.#60 More than 63% of web content in Hong Kong is accessible
via IPv6, and more than 80% of Hong Kong’s transit ASes are IPv6 enabled.*¢! China’s
rate of IPv6 enabled transit ASes is slightly higher than Hong Kong’s, while its IPv6
content rate is less than 30%.462 Hong Kong’s rate of IPv6 uptake is more linear — and
steeper — than mainland China’s, indicating that it will be continue rapidly transitioning
towards IPv6, though there is no evidence that Hong Kong is pushing to become a single-
stack network.463

5.4.5 TIMELINE AND INDICATORS

There are two ways that authorities can escalate real-name registration in Hong Kong:
take advantage of the new laws they have passed that implement real name registration
in Hong Kong, and create new laws that de-anonymize other forms of online behavior.
According to the phases laid out by the real-name registration regulation for SIM cards,
this type of Internet restriction will, by its nature, slowly escalate in level of control between
March of 2022 and February of 2023. The SIM card real name registration rule will not be
fully implemented until February 2023. 464 This does not mean that SIM card registration
data will not be available until this date — instead, by March of 2022, telecommunications
providers are required to upgrade their SIM card registration platform to meet the
standards specified in the Guidelines on Implementation of Real-name Registration for
SIM Cards.*65 Starting in March of 2022, all new SIM cards will be registered with users’
identifying information in a standardized database format that will allow for easy police
access. 466

Indicators that SIM card real-name registration is being used to monitor Internet behavior
will be hard to track publicly, since the most likely use for this information is covert law
enforcement and surveillance efforts. The Hong Kong police has been able to track SIM
cards for users with registered plans for a number of years, but does not publicize the use
of SIM cards as part of its law enforcement techniques.

If the Hong Kong authorities choose to extend real-name registration rules beyond SIM
cards, the speed of the rollout will be limited by the regulatory process. For context, the
real-name registration rules for SIM cards were proposed for public consultation in
January of 2021, approved in June of 2021, with implementation guidelines taking effect
in September.46” The full implementation of the law was scheduled to take 18 months. 468
Other real-name registration guidelines will likely take less time to implement — the time
frame of the SIM card regulation was expanded under public pressure due to the scope
of the project, but less comprehensive regulations may see less pushback.*6® Another
factor that may speed up the passage of regulation is that many of the platforms the
government may seek to regulate — like social media or messaging platforms, as in
mainland China — have experience implementing real-name verification systems, either
in other territories (like mainland China) or for their internal use (like Google and
Facebook). 4% Translating existing laws and databases into a new territory would be less
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time consuming than building these systems from scratch, meaning that the government
could draw up a tighter timeline.
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5.5 DATA LOCALIZATION
Mainland China uses data localization laws to exercise control over personal and industry
data, a tactic that allows the government physical access to sensitive information. This
type of restriction not only allows the government to access and use large amounts of
possibly sensitive data, but also grants them leverage over service providers, forcing
them to comply with censorship and surveillance directives. Data localization rules, like
the ones already in place in mainland China, would force many technology companies
operating in Hong Kong to either cooperate with the NSL, or leave Hong Kong altogether.

Data Localization
Feasibility Low
Medium; Mainland China has a legal
framework, but Hong Kong does not.
Low; Lacking necessary technical
infrastructure.
Affordability Low
Low; The government must invest in
- Affordability of R&D and deployment building data centers and designing legal

- Maturity of legal framework

- Maturity of technical framework

frameworks.
_ Affordability of support Medium; Staffing and legal enforcement is
costly.
Low; Data localization makes storage
- Business friendliness more expensive and requires

infrastructural investment.
Medium; Data localization is a deterrent to
- Business opportunity operating in the region, but has not caused

companies to leave mainland China.
Effectiveness Medium

Medium; Government can access data for
surveillance but is unlikely to alter and

- Ability to defeat/degrade unwanted
behavior

censor content.

Medium; Unlike other options, data
- Ability to deter unwanted behavior localization will have little effect on user

behavior.

Low; The Ilegislative process and
Implementation Speed expanding technological infrastructure will

take years.
Low; Officials have specifically said they

Felifes] GanseieEnes support cross-border data transfer.

5.5.1 METHODS
Mainland China enforces data localization through an assortment of different rules within
the Cybersecurity Law (CSL) and its implementing guidelines, as well as sector-specific
rules. That could allow China to access large amounts of user data that can be used to
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identify disruptive or dissenting behavior, access and copy data under “national security”
pretexts (often for the purpose of building a criminal case against a dissenter), force data
into their own jurisdiction, enforce censorship rules, and undermine encryption.4”!

The most explicit and sweeping rule on data localization is Article 37 of China’s
Cybersecurity Law (%% % 4=7%), which states: “Personal information and important data
collected and produced by critical information infrastructure operators during operations
in the territory of the People's Republic of China shall be stored within the territory.”#72

Critical information infrastructure is defined in Article 31 of the CSL as pertaining to “public
communication and information services, energy, transportation, water conservation,
finance, public services, online government, and more.”#”3 The phrasing used here of
“personal information and important data” (/> A\ 15 B Al & Z % 4) allows for broad
interpretation of the data localization law.474

Other bureaus have implemented supporting data localization rules, focused on sectors
like credit information, financial data, transportation apps, and public health statistics.*7®
Each of these laws tends to define “important information” (theoretically subject to data
localization laws) differently. A new automotive sector draft law, for example, went into
detail on the types of information deemed “critical” after a Tsinghua professor commented
that Tesla’s autonomous vehicles could gather on-the-ground information about China
and its environment, and share it with the U.S. government.4’¢ The draft law includes as
important data:

“data on the flow of people and vehicles in important sensitive areas...surveying and mapping
data higher than the accuracy of the publicly released maps of the state, operating data on the
car electric charging network; data like vehicle types and automotive flow on the road, external
audio and video data including faces, voices, license plates, etc.; and other data that may affect
national security and public interests, as specified by the State Cyberspace Administration and
the relevant departments of the State Council. ”#"”

In 2021, China passed the Data Security Law (¥4} % 4=72), which tightened the rules on
storing and processing data within the country. The law defined a new category for data
of interest, “core country data,” which includes “data related to national security, the
lifeline of the national economy, important daily life, and major public interests.”#’8 More
notably, the language of Article 31 expanded the powers of the Cybersecurity Law to
extend to all “important outbound data” collected or produced by critical information
infrastructure operators within the PRC, meaning that foreign companies who produce
and process data in China for export are subject to the same outbound scrutiny, storage
rules, and government oversight as local producers.4’® Article 46 lays out fines, with
possible penalties like loss of license, for companies who “provide important data abroad”
without going through the proper channels.48°
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Most relevant for surveillance and censorship data are the localization rules for personal
information, as defined under the recent Personal Information Protection Law (> A5 &
{#4772).481 This law asserts jurisdiction over personal data processed within China, or
data gathered from individuals within China that will either be used to provide services to
or analyze individuals within China.4® Any data that is individually identifiable will fall
under this category.*® Article 40 expands data localization laws to specifically apply to
personal data of a certain scale, saying:

“Critical information infrastructure operators and personal information processing entities who
process personal information in the volume specified by the state cyberspace administration
shall store the personal information collected and produced in the territory of the People's
Republic of China within the territory. "84

This law, and a tapestry of other regulations, effectively enforces data localization of
personal information for all companies operating in China.

There are multiple ways that government authorities can take advantage of data
localization laws to restrict Internet freedom. The first and perhaps most relevant to Hong
Kong is the forcing of data into China’s jurisdiction. The question of national jurisdiction
over online information, and increasingly, over application or platform gathered data,
traces back at least a decade. China, Russia, and other non-Western aligned countries
expressed concerns about national sovereignty over online data at the U.N. in 2011,
pointing to U.S. dominance over Internet infrastructure, and proposing an international
“Code of Conduct for Information Security.”8 After the passage of the European General
Data Protection Regulation, Chinese scholars explored whether that regulation was
effective in governing personal data and protecting its cross-border flow, particularly as it
concerned cloud storage and foreign companies. 48 In the end, Chinese scholars largely
found data protection laws did not provide governments with sufficient control over data
due to jurisdictional challenges, and advocated strongly for data localization as a method
of excluding foreign access to Chinese data.*” One Chinese legal scholar presented an
article advocating for a “China Model” of data governance, that would use data
localization as a “defensive measure” to promote the “expansion of jurisdiction and
network sovereignty.”#8 Data localization is frequently tied to broader conceptions of
network sovereignty. By establishing a clear jurisdiction over the data, China can enforce
its own laws — including censorship, surveillance, and national security laws — on any data
collected or stored locally.*8°

A second way that the government can use data localization to restrict Internet freedom
is using physical infrastructure as leverage to force companies to comply with censorship
and surveillance requirements. This measure is clearly tied to questions of sovereignty
and jurisdiction, as companies weigh the costs of regulatory compliance.* In the case
of the Hong Kong NSL, for example, the government can request information that they
know or suspect a service provider can produce. If the data is locally stored, companies
are less able to either deny the existence of the data or direct authorities to diplomatic
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law enforcement information sharing channels. Specifically, this would prevent
companies like Google from pointing law enforcement authorities to the Mutual Legal
Assistance Treaty as their only option for obtaining data, as it would no longer be
considered an export.4! More than clarifying jurisdictional control, however, localizing
data lessens the technical burden of accessing critical information, and assures China
that the sought data is available.4®? Forcing companies to establish physical infrastructure
in the region will require greater cooperation, as the data center may serve as a leverage
point — companies cannot quickly exit the region to avoid harsher regulations, and their
resources employees on the ground could be endangered should they refuse to
comply.493

Finally, data localization provides the obvious benefit of allowing authorities to physically
access data for surveillance or censorship. This is the greatest risk, as pointed out by the
American Chamber of Commerce in China after the passage of the Cybersecurity Law,
which wrote that “there is little to prevent security authorities from interpreting the law as
providing expansive access to private information, trade secrets, intellectual property, or
internal business communications.”** The government, in the name of enforcing data
protection rules like the new Multi-Level Protection Scheme (MLPS 2.0) introduced under
the Cybersecurity Law, has relatively unchecked rights to enter and inspect local data
centers, and demand invasive amounts of information regarding data storage methods.49°
Under the Data Security Law, the state maintains the right to access data for national
security reasons.*®® The Data Security Law states that it will require data processing
entities to:

“comply with other laws and regulations (like the National Security Law), to favor economic
and social development in line with the CCP’s social morality and ethics, to enhance risk
inspection and reporting to regulatory authorities in case of security incidents; to conduct

periodic risk assessments, to report the categories, amount, collection, storage, processing,

usage of important data, along with security risks and countermeasures; to request data source
notification, to review identities of parties, and to keep records by agents of data transactions, to
require organizations and individuals to cooperate during evidence collection by police and
national security authorities; and to report to Chinese regulatory authorities upon request by
regulatory authorities abroad. %

Perhaps most importantly, data centers in China are all fully or partially owned by Chinese
companies or government entities, often with equipment that has built in surveillance
“packdoors” or other vulnerabilities, giving the government physical—if not unencrypted —
access to any data stored in a Chinese data center.#%® These data centers are required
by law to secretly comply with government or intelligence data requests.4*°

5.5.2 ADVANTAGES

Data localization is a viable means of restricting Internet freedom in Hong Kong largely
because it is an increasingly global trend, adopted and promoted by democratic counties
like Germany and France, as well as China and Russia, as a means of protecting privacy
and avoiding foreign surveillance.5%° Many Western and Chinese scholars frame the data
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localization trend as a response to abuse of user data by American companies like
Facebook and Google, or the revelation that the U.S. conducts massive, global
surveillance of telecommunications systems, leading to mistrust of U.S.-based storage
options, and a preference for domestic Internet infrastructure.®! Data localization
measures range in their restrictiveness, the processes for transferring data across
borders, and their impact on privacy.%? However, the language of data localization
encompasses the entire range of localization rules, meaning that observers often place
the GDPR and Chinese and Russian localization rules in the same category, despite the
different implications for localization rules depending on type of governance.5%3

China’s data localization laws are framed largely as a means of protecting citizens or the
state from Western surveillance and data gathering, rather than as a tool of censorship
or surveillance. The key pieces of data localization legislation— in the 2017 Cybersecurity
Law, the 2021 Data Security Law, and the 2021 Personal Information Protection Law —
categorize data localization as a tool of either export control or privacy legislation.504
These laws fit within international norms for privacy laws, with marked similarities to the
GDPR (for privacy protection), the U.S. National Security and Personal Data Protection
Act of 2019, and even CFIUS rules for exporting critical sector-specific data.>% By drafting
laws that use the same language and rationale as Western regulations, China frames
their efforts as mainstream privacy protections or security precautions, despite their much
broader interpretations of critical infrastructure and stricter localization requirements.

A second advantage of data localization for Hong Kong authorities looking for a means
of controlling Internet freedom is that it mitigates the technical challenges of accessing a
large amount of data. One of the most cited objections to data localization is that it actually
undermines its stated goal: instead of protecting privacy, centralizing data storage makes
it easier to target and obtain data, while a single vulnerability could affect enormous
amounts of information.% This works to the advantage of actors who want to conduct
surveillance over data, because centralized storage lessens the technical challenges of
locating and accessing relevant data.>%” China has existing regulations and systems that
allow them largely unfettered access to data stored in local data centers, so forcing all
“important information” and personal data into local storage would facilitate governmental
access to all relevant data.5%8

5.5.3 DISADVANTAGES

Data localization laws are seen as anti-competitive or expensive for the private sector,
with data restrictions undermining the activities of multi-national technology companies in
ways that could severely impact Hong Kong’s economy. For instance, American
technology companies protested India’s data localization laws in 2019, saying that they
hurt entrants to the marketplace and prevented foreign companies from operating
normally in the country.5® Forced data localization imposes costs on companies by
reducing access to a critical resource, increasing storage costs, slowing service, and
reducing trade incentives. Financial firms have estimated that localization laws increase
the cost of data storage by between 30 and 60%.5'° For smaller businesses, this cost can
be higher; India’s data localization laws were expected to raise the cost for startups by up
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to 60%.5"" The costs for data localization are higher in regions that are more hot and
humid, or have less reliable electricity (an obstacle that China avoids by locating many of
its data centers in the northwest and southwest, where temperatures are lower and power
sources are plentiful and cheap).51?

China is well aware of the costs of data localization to companies, because many Chinese
companies have been punished for violating these rules — and other data privacy rules —
abroad.®'® TikTok and Mobike have both been investigated for GDPR violations by
various national legislatures, and TikTok has been required to pay settlements in the U.S.
for failing to comply with U.S. data collection laws.5'* Stricter data regulations have
caused some Chinese companies to stop operating in affected regions; for example,
Xiaomi temporarily suspended selling its Yeelight brand in the E.U. until it could meet
GDPR standards.515

Data localization laws are famously expensive for the government as well, with multiple
overseas think tanks estimating that China’s 2017 rules would cost the country as much
as 1.1% of their GDP through reduced domestic investment and exports.5'® Another study
found that, on average, countries stand to lose about 1.7% of their GDP by forcing
localization, because digital connectivity is positively linked with trade services.>'” Data
localization also impacts consumer welfare, leading to higher prices when demand
outpaces supply. China has more to lose than most countries on this front, with an
estimated $61.6-63.8 billion reduction in welfare resulting from data localization.5'8 This
number averages out to an estimated 13% reduction in the average worker’s salary as a
cost of data localization.>®

Beyond cost, data localization has commonly served as a rallying point for foreign
technology enterprises, who view the move as a threat to commercial success and a risk
for human rights violations.5? India’s draft law on data localization caused numerous
companies to protest, writing letters to the Indian government recommending against the
move, and suggesting that it might limit their ability to operate in the region.%?' In some
cases, companies have refused to comply altogether with data localization laws,
accepting legal consequences rather than storing their data in areas controlled by
authoritarian governments; in May of 2021, Google, Twitter, and Facebook all chose to
pay fines in Russia for failing to locally store data, rather than comply.5?? Over the past
year, these technology companies have already indicated a willingness to leave Hong
Kong, threatening to depart over doxxing rules that would leave their employees
vulnerable to incarceration should their platforms choose not to comply with the Hong
Kong government’s takedown orders.523 Forced data localization would likely serve as a
tipping point for companies who have publicly staked their reputations on not sharing user
data with the Chinese government—they could refuse to comply, facing penalties up to
leaving the region altogether.

83




5.5.4 PROSPECTS

Forced data localization is a possible, but not yet probable, method for China to increase
surveillance and censorship in Hong Kong. While China has increased its data protection
laws over the last year, Hong Kong has made no moves to change the rules for data
storage and processing. Hong Kong governs personal data storage and collection under
the Personal Data Privacy Ordinance (PDPQ).5%4 Article 33 of the PDPO is the only law
that restricts cross-border flow to any extent, but its provisions are broad enough to permit
almost any data transfer.52® This rule has been in place since 1996 but has never been
brought into operation, though in 2014, the government released “Guidance on Personal
Data Protection in Cross-border Data Transfer” in preparation for its implementation.526
This guidance included the creation of a “whitelist” of countries with acceptably strict data
protection laws.5%”

Hong Kong has no explicit data localization rules under the PDPO, meaning that data
flowing in or out of Hong Kong is not restricted, largely for economic reasons. Prior to the
passage of the NSL, data localization was largely seen as a protective measure against
Chinese law enforcement, restricting the flow of data into China from Hong Kong.528 In
2020, the Privacy Commissioner for Personal Data (PCPD) of Hong Kong responded to
a media request for information on Hong Kong’s data localization, specifically concerning
user data for Zoom and TikTok, saying that:

“The PDPO does not provide for express extra-territorial application if a data user does not
exercise control over the collection, holding, processing or use of the personal data in or from
Hong Kong... We have no conclusive information demonstrating that data localization would
help secure data collection/storage when using Zoom or TikTok. Suffice to say that free flow of

information is a unique and irreplaceable attribute to Hong Kong being an international trade,
finance and commercial centre. %%

In 2020, Hong Kong’s Securities and Futures Commission (SFC) issued a new circular to
licensed corporations on the use of external electronic data storage providers (EDSPs)
that marks perhaps the closest approximation of data localization currently present in
Hong Kong’s regulatory environment. The circular, which was scheduled to go into effect
on June 30, 2020 but was pushed to December 30 of the same year in response to
implementation challenges during the COVID-19 pandemic, places restrictions on the
types of EDSPs that licensed corporations can use if they solely store their regulatory
records electronically.530 Specifically, licensed corporations must use EDSPs that (1) are
incorporated in Hong Kong, or registered in Hong Kong under the Companies Ordinance,
and store data in a Hong Kong data center, or (2) are not located in Hong Kong, but
provide assistance and regulatory records as requested by the SFC.53' The rules require
that data center providers (based in Hong Kong) or overseas cloud providers guarantee
to provide information on demand to the SFC without notifying their client.53> The rules,
which one expert called “data localization by the back door,”533 were publicly opposed by
the U.S. and Singapore in a joint statement that condemned “generally applicable data
localization requirements as long as financial regulators have access to data needed for
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regulatory and supervisory purposes.”®* The localization rules are intended to help with
enforcement of the Anti-Money Laundering and Counter-Terrorist Financing Ordinance,
according to the circular.5%5 Money laundering is a common charge that coincides with
NSL charges, according to arrest and court records, indicating that this unfettered and
secret access to corporate records could be used to crack down on protest or crowd
mobilization financing.53¢ This type of access is demonstrably common in Hong Kong law
enforcement; the SFC used search warrants 14 times between April and December 2019
alone.5%¥

However, while this regulation does mandate easier access to corporate data, it does not
constitute strict “data localization,” in that it allows for firms to store data in foreign
electronic data centers as long as records can be requested by the SFC.53 Indeed, the
circular explicitly affirms that data can be stored with overseas cloud vendors — and solely
overseas vendors — a question that was unclear before the circular was issued, because
there was no explicit guidance on storing records solely online.53 Additionally, multiple
stakeholders in Hong Kong’s business environment are negotiating with the SFC to
loosen the new regulations.5*0 The outcome of these negotiations may give some insight
into the relative priority given to regulatory power and business interests in Hong Kong
when it comes to data localization.

The financial costs of implementing in Hong Kong the same comprehensive, forced data
localization as in mainland China are likely too high for the government to use this type
of restriction. In 2019, the government issued a statement confirming that Hong Kong’s
financial success relies on its free flow of data.>*! Moreover, China relies on Hong Kong
as a middle ground for data security, as both an international data hub and a secure
location for mainland Chinese data.

A national emphasis on increasing the interconnectedness of the “Guangdong-Hong
Kong-Macao Greater Bay Area,” (&% [X) especially in terms of technology and
innovation, will require China and Hong Kong to find a middle ground on data storage and
processing.%*? The growth of the region, which was established by the central government
as a “Pilot Demonstration Zone of Socialism with Chinese Characteristics” (7 [ 45 {4+ 2>
T X HeAT7RVEIX), depends on the construction of an integrated data center system with
a “convergence node” in southern China.5*3 This project will necessitate the transfer of
data between mainland China and Hong Kong.

One recent article on the construction of this data center argued that Hong Kong’s status
would allow for greater “flexibility” of data transfer out of China.5** The authors argue that
Hong Kong is the perfect region for policy experimentation in data localization and cross-
border flow, where it could serve as a “middle ground,” white-listed by China for data-flow
if reciprocal measures are met, with some moderate increase in data protection rules.4°
The authors’ personal data protection measures allow for the establishment of some
“reciprocal” regions or countries — including Hong Kong - with whom China will allow for
relatively free data flow.546
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Other scholars proposed similar, middle-ground solutions for different data protection
laws in Hong Kong and the mainland, largely focused on making Hong Kong a data hub
for the mainland. In a 2019 article from the Beijing Data Science Research Center, the
authors recommended driving Hong Kong’s compliance with China’s data security laws,
but not necessarily implementing the same strict rules in Hong Kong.54” The article also
recommended finding ways for the mainland to “seize the right to speak and dominate
the data circulation in the Guangdong-Hong Kong-Macao Greater Bay Area.”*8

5.5.5 TIMELINE AND INDICATORS

Hong Kong adopting forced data localization would require a significant, multi-step
transition away from the region’s current policy trajectory. Before any legal change, Hong
Kong authorities would have to clearly signal a change in their stance on data localization;
the current Personal Data Privacy Commissioner has made explicit statements on the
importance of the “free flow of information” in Hong Kong’s economy. 4° In the absence
of a shift in public statements, a significant personnel change (either for the role of
Personal Data Privacy Commissioner or in the Communications Authority) could lead to
a change in policy.

Data protection rules would need to be materially changed to force localization in Hong
Kong, but that change could happen either through legislative revision of the PDPO, or
through judicial or bureau-level re-interpretation of the existing clauses regarding
overseas data transfers. The Hong Kong Legislative Council is likely to make some rules
regarding overseas data transfer in the coming year, though there is no indication that
this will include a pivot away from the current free flow of data priority to forced data
localization. According to law firm DLA Piper, which has tracked proposed changes to the
PDPO over the last several years, proposals to amend the PDPO to cover overseas data
transfers have been “passing through the Legislative Council for the last couple of
years.”®%0 That this topic was not included in the 2020 revisions to the PDPO, the first
since 2012, was notable.>" According to minutes from a January 2020 panel meeting on
proposed revisions to the PDPO, several Legislative Council members asked the PCPD
and Constitutional and Mainland Affairs Committee, who advised the amendments to the
PDPO, why transfer of personal data outside of Hong Kong was not covered in the
amendments, and the PCPD “indicated that it is currently working on designing guidelines
on transfer for release later in 2020 and will consider Article 33 thereafter,” 552 (Article 33
of the PDPO restricts transfer of Hong Kong data outside of the region unless certain
conditions are met, but has never been activated). No action was taken in 2020, but with
the proposed amendments from 2020 finally taking effect in late 2021, the PCPD may
now pivot to address overseas data transfer.

Given the length of time taken to pass the previous amendments to the PDPO, which
included largely politically unobjectionable content, with the exception of the “anti-doxxing”
action, any amendment to change the way that limits data transfer and storage can be
expected to take a significant length of time to pass. Implementation of any rule would
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take even longer; given that the compliance period for the SFC rule for storing regulatory
records, which clarified existing guidelines rather than actually changing the status quo,
was extended to almost a year,%3 any rules mandating data localization or changed data
transfer protocols would inevitably have a lengthy implementation period.

Data localization rules, once passed, would likely be followed by implementation
guidelines from either or both of the PCPD and the OFCA. This was the case for rules on
SIM card real-name registration, which was first mandated by the Legislative Council, and
then implemented by the Communications Authority. %54 These rules would include
deadlines for compliance and phases for implementation, as well as penalties for
noncompliance.

Infrastructural requirements would also slow the implementation timeline for data
localization laws. Hong Kong is already facing a shortage of space in data centers, with
an estimated 86% of space in data centers under construction already pre-committed,
leaving little room for growth.%%5 Data centers take an average of three years to construct,
meaning that space will stay limited in the short term, even if immediate action is taken to
expand data centers.5%¢ It appears that the government is indeed planning a massive
infrastructural expansion; Hong Kong is planning to allocate 5.2 million square feet of
space to the data center market in the next four years.%%”

Government-sponsored data center expansion initiatives should not necessarily be
interpreted as an indicator that Hong Kong is developing the infrastructure to force data
localization; while infrastructure is a prerequisite to forced data localization, data storage
availability is an economic necessity regardless of regulatory changes, and is a lucrative
market for Hong Kong. Instead, indicators of possible forced localization would include
attempts to increase regulation of data centers, particularly foreign data centers, in a way
that erodes their privacy and security. This could include forcing foreign data centers to
partner with local companies in order to operate in Hong Kong, similar to mainland rules
which allow only investors based in the mainland, Hong Kong, and Macao to obtain data
center licenses.5%8 It could also appear as state-owned companies overbidding to the
extent that they crowd foreign data center operators out of the market; in 2020, China
Mobile overbid for a new data center site, offering 56% more than the next nearest bidder
and crowding out local competitors, indicating that this strategy is a possible option.5%°
Any changes in data center regulations — either in law or in practice — should be carefully
monitored, as they could serve as indicators for upcoming regulatory changes.

Data localization laws, if implemented, will invariably have effects on other Internet control
methods in Hong Kong. Primarily, data localization will affect the amount of leverage that
the Hong Kong authorities have over companies operating in the region, making it harder
for companies to refuse to comply with data requests. Data localization, through requiring
physical infrastructure, requires companies to fully invest in their presence in the region,
making it harder for them to leave if Internet regulations become more stringent; by
requiring an increased physical presence in Hong Kong, authorities are raising the costs
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of noncompliance. Relocating data between data centers is estimated to cost $10,000
per rack, with about $120,000 total on average.?%° With limited rack space in Hong Kong
currently, forced data localization will increase demand while supply lags, increasing the
cost of data storage in the region.¢' Higher data storage costs will mean that companies
who commit to staying in Hong Kong will invest significantly more in the local market, with
physical property that is challenging and costly to move, which will skew their cost-benefit
analysis of complying with Hong Kong government data requests. If there are forced to
choose between complying and relocating, they will be more likely to comply, because
the cost of relocating has grown as the extent of investment in the region has increased.

Data localization will increase the efficacy of legal pressure by raising the costs of
relocating, but will also decrease the need to rely on companies to access information, by
providing an alternative way for authorities to get the desired data if companies do not
comply: they can access the data themselves. Apple’s compromises to maintain access
to the Chinese market serve as a strong example of the consequences of data localization.
After the passage of China’s data localization laws in 2017, Apple was forced to store all
Chinese customer data in Chinese data centers — which are, by Chinese law, at least
partially owned by Chinese companies.6? This led to negotiations between Apple and the
Chinese government about encryption practices; while data stored in Apple’s China data
centers was encrypted, the storage location of the encryption keys was a main point in
discussions between the two parties. Apple eventually agreed to store the keys in China,
meaning that while the data is encrypted, the government has access to all encryption
keys.%63 The NSL implementation guidelines explicitly prioritize access to both data and
decryption keys, indicating that any data localization actions taken in Hong Kong would
likely similarly prioritize local storage of decryption keys.%64

The authorities are equally likely to use physical access to data centers as a workaround
for legal pressure. In mainland China, Apple found a compromise that allowed the
government to access the data without asking the company for permission, thus evading
U.S. government rules barring cooperation with Chinese government data requests. By
jointly owning all Chinese customer data with Guizhou-Cloud Big Data, or GCBD, Apple
has created a system where the government can request data from the Chinese co-owner
of the data, without involving Apple directly. Apple then does not have to actively comply
with or reject a data request. GCBD is the operator of the physical data centers, while
Apple employees only work with the site remotely, meaning that the Chinese company
has eventual say over who physically accesses the data.®®® This type of workaround,
where the government goes through a data center operator, co-owner, or otherwise
compliant Chinese company to access the physical data of foreign companies (with their
implicit knowledge that this type of access is occurring) is likely to become more popular
if data storage rules in Hong Kong are tightened. It allows companies to evade the
counter-pressure from Western consumers or observers for actively complying with the
Chinese government (pressure that caused companies like Wix to walk back their
compliance), while satisfying authorities’ requests for data. 66
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Data localization will likely have little effect on whether authorities choose to implement
real-name registration, or physically access IXPs - though it’s worth noting that IXPs are
hosted in data centers, so both accessing IXPs and localizing data would require the
government to build relationships with data center providers in order to physically access
the sites, and both methods might be preceded by tightened restrictions on the types of
companies that are allowed to operate data centers. The only insight that data localization
would provide into whether the other two methods are more likely is that data localization
in Hong Kong’s current economic climate would represent a stark divergence from current
policy, and a willingness to sacrifice the business environment for national security
concerns. While data localization may not appear to be the most extreme measure,
compared to censoring websites or installing filters on Internet exchanges, it would be the
most onerous for businesses operating in the region, and is highly public. If Hong Kong’s
leaders are willing to take this step, they are signaling that they are willing to alienate
businesses by taking any manner of more extreme Internet restrictions.
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5.6 CONTROL OVER INTERNET EXCHANGE POINTS

Internet Exchange Points, or IXPs, are targeted for surveillance and monitoring purposes
by governments around the world. In 2016, the largest IXP in the world, DE-CIX, famously
sued German surveillance agency BND over “excessive” surveillance powers.%%” DE-CIX
claimed that the surveillance of traffic moving through its exchange point was
comprehensive and untargeted, beyond the scope permitted under German national
security law.56® Other governments have cited national security reasons for increasing
oversight over IXPs: in Cameroon, quasi-governmental organizations and NGOs jointly
oversee IXPs, while acknowledging that “Beside the improved Internet speed to end users
and the passive revenue generation to ISPs, an IXP is also of national security importance.
They process and sometimes collect customers [sic] telecommunication and personal
identifiable information since all Internet traffic in that city or region transits through the
IXP.”569

Foreign scholars have long hypothesized that China uses its IXPs as part of the country’s
comprehensive censorship apparatus, and the methods used in the mainland could be
imported to Hong Kong. The Chinese government is able to conduct censorship at the
“‘backbone” level, using its control over the physical infrastructure of the Internet to
monitor and censor traffic at various choke points—usually, points at which the Chinese
Internet connects to the international Internet. 570 China’s state-backed Internet
providers—called Internet Access Providers, or IAPs—peer at three IXPs that connect to
the global Internet.5”" Scholars have hypothesized that these IXPs, which act as choke
points to the global Internet, serve as a main location for China’s Internet filtering,%’2 a
model that could be applied to surveil and restrict Hong Kong’s Internet traffic.

Control Over IXPs
Feasibility Medium
Low; No legal framework in place in Hong
Kong or mainland China, though the
government might not pass laws before
acting.
Medium; Mainland China controls IXPs,
but there is no evidence that the
authorities already control IXPs in Hong

Kong.

Medium; Harnessing technological tools
- Affordability of R&D and deployment | and enforcement authorities requires
significant investment.

Medium; IXP monitoring will require
technological resources and personnel.
High; Unlikely to significantly slow down
Internet traffic, since China’s censorship

- Maturity of legal framework

- Maturity of technical framework

- Affordability of support

- Business friendliness
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method does not significantly slow traffic
compared to “on-path” systems.

Medium; If IXP surveillance is discovered,
- Business opportunity public pressure could cause businesses to
pull out.

High; Like China’s GFW, could filter most
unwanted connections, except those
masked by a VPN.

- Ability to defeat/degrade unwanted
behavior

Low; Unlikely that the authorities would
- Ability to deter unwanted behavior advertise their control over an IXP, so it
wouldn’t affect consumer behavior.

High; Could take little to no time to
Implementation Speed physically take over an IXP, if they

cooperate.
Medium; No statements made one way or

Political Concordance TGl

5.6.1 METHODS

Some evidence suggests that surveillance or censorship activities at the IXP level could
be very difficult to detect, especially as China and Hong Kong move to IPv6 infrastructure.
This opacity would make it difficult to precisely identify means of surveillance or
censorship beyond descriptions of physical control over IXPs. For instance, China’s use
of filtering within routers has been studied more comprehensively than its filtering within
IXPs, not because routers are necessarily thought to do the bulk of the filtering, but
because trace-routes do not show hops within IXPs.572 Trace-routes, the most common
method of tracking Internet traffic, are usually measuring using IPv4, while China’s
Internet backbone is implemented in IPv6.574 “Hops” between different providers using an
IXP will be viewed as “single hops”—a switch between two ISPs, with no intermediary —
because they happen within an “IPv6 tunnel,” which cannot be picked up by the IPv4
measuring tool.57°

China’s IXP strategy may be shifting, opening possible opportunities for authorities to
control IXPs and monitor traffic passing through them. In 2016, the Ministry of Industry
and Information Technology (MIIT) listed broadband expansion of international Internet
entrances and exits as a national priority, and proposed the exploration of a new form of
IXPs as part of that project.5”¢ China is now investing in pilot launches of the “New Type
Internet Exchange Centers” (#1244 52 ¥ #.00), which will be faster, more efficient, and
more reliable than the older IXPs, speeding up network traffic domestically and
internationally.5’” The new IXPs are aimed at improving interconnectivity, but also at
aggregating data within the IXPs, indicating that these access points will be used to collect
information on Internet activity on both the aggregate and individual levels.5’® New
Internet Exchange Centers have been launched in Hangzhou, Shenzhen, and Ningxia.>"®
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Internet exchange points can also be used as crucial leverage to convince ISPs to comply
with state law. For instance, recently passed Russian laws stipulate that IXPs will be
required to disconnect ISPs that refuse to install the Deep Packet Inspection (DPI)
monitoring and censoring tools provided by the Russian government, thereby severely
impairing or even severing their access to other ISPs (and therefore their ability to “peer,”
share traffic, and reliably connect users to the Internet).58° All local ISPs will be required
to use local, government-sanctioned IXPs, meaning that these IXPs could act as
comprehensive “on-off switches” for ISP traffic.58"

The Hong Kong Internet Exchange (HKIX) is Hong Kong’s largest IXP, and likely the most
vulnerable to government control. The point was established in 1995, and is based at the
Chinese University of Hong Kong (CUHK).%82 HKIX connects different networks in Hong
Kong and mainly operates to exchange intra-Hong Kong traffic.583 HKIX serves more than
200 private and government organizations, including overseas companies like Google,
Facebook, and Yahoo, as well as local fixed-line telecommunications and mobile
broadband service providers.%8* The IXP also connects the CUHK campus network to
Chinese mainland and foreign research institutions, including the Chinese Science and
Technology Network, which falls under the Chinese Academy of Sciences.%8® HKIX is
estimated to transmit about 80% of Hong Kong’s Internet traffic, and 99% of intra-Hong
Kong messages.%® HKIX serves as a valuable choke-point for Hong Kong’s Internet,
transmitting most of the region’s internal traffic as well as information of significant
research and commercial importance.%8”

The HKIX remains a likely target for a government crackdown. Charles Mok, the president
of Hong Kong’s Internet Society, a former legislator, and a leading technology
entrepreneur, talked to Taiwan reporters about the effects of the government taking over
the HKIX.588 Mok noted that HKIX has five different locations, two of which are at CUHK
campuses.58 To fully control or shut down HKIX, the government would have to access
all of its satellite locations.>®° In November of 2019, the Hong Kong police sieged CUHK,
which observers in the technology and information security spaces hypothesized was part
of an attempt to take over HKIX.%1

5.6.2 ADVANTAGES

Controlling IXPs gives security forces access to internal traffic at scale. The police priority
in Hong Kong has thus far been inspecting internal traffic, using online behavior to identify
and arrest violators of the Hong Kong NSL. This focus on internal traffic, rather than
stopping in-bound international traffic (as is the case in mainland China) would make the
HKIX a strong target: an estimated 80-99% of internal traffic moves through the HKIX.592
When asked about the effects of taking the HKIX offline, Internet entrepreneur Charles
Mok said that the greatest effect would be on the speed of intra-Hong Kong traffic, which
would have to be routed either out of the country or to other IXPs.5% If police are able to
access the HKIX, they would be able to surveil most internal communications within the
region for law enforcement purposes.
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Taking over an IXP would allow for easier censorship. One of China’s censorship
methods, DNS blocking, depends on being the first machine to respond to a DNS query,
and sending back a “spoofed” reply that prevents the server from connecting with the end
user.5% The police would be able to install Deep Packet Inspection (DPI) devices at the
IXP, which would identify sensitive queries and respond with faked replies before the real
response can be routed back to the end-user. Focusing on gateway routers or exchange
points can remove the need to tamper with each ISP’s individual server.5% Studies on
DNS-based attacks, including DNS spoofing, indicate that targeting DNS attacks at IXPs
can lead to an amplification of the threat; in Hong Kong, this would mean that taking over
an IXP would amplify the censorship beyond the traffic that flows directly through the
exchange point.5%

Controlling IXPs may be the only technical censorship method used in China’s “Great
Firewall” that can be relatively easily implemented in Hong Kong, as Hong Kong
authorities could readily avail themselves of Chinese experience. While Hong Kong has
numerous ISPs, including many foreign-owned companies that may be less likely to
comply with government censorship and filtering requests, the city has a very limited
number of IXPs — and the HKIX is so dominant in the sector that the police would have a
fairly comprehensive ability to surveil internal traffic by only controlling the HKIX.5%7 China
is currently implementing censorship methods in the IXP space, which means that its IXP-
based monitoring and censorship technology will be up-to-date enough to install in Hong
Kong'’s facilities.>®® Perhaps more notably, China has demonstrated the ability to design,
construct, and launch a full Internet exchange center in less than three years, suggesting
a familiarity with the technology that could be easily applied to minor technological tweaks
to HKIX or other IXPs in Hong Kong.5%°

5.6.3 DISADVANTAGES

There are some ways to increase the security and privacy of traffic coming through an
IXP without outright refusing to comply with the government. Changes can be made on
the IXP level and can protect its members without requiring them to change their operating
procedure. For example, in order for peering agreements to work in large-scale IXPs, the
IXP must gather and often share the import and export policies of each of the members,
which is often confidential information. ° |XPs can implement Secure Multi-party
Computation (SMPC), or trusted execution environments (TEEs), among other fixes, to
allow companies to keep their import and export policies private while still sharing the
crucial information necessary to peer.%9' Users can also use secure their traffic using
VPNs, which will keep traffic private even through IXPs.60%2

Internet restriction at the IXP level can also be weakened when foreign companies refuse
to cooperate. Hong Kong’s IXP providers vary significantly in terms of ties to the Chinese
government, and some of them are unlikely to quietly cooperate with government
surveillance. Some companies, like ACME-IX and Equinix, also have locations in China,
and thus have experience cooperating with the Chinese government, and have likely
been asked to share data in the past.6®> AMS-IX and Megaport are both foreign-based
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companies with no mainland China locations.®%* These companies may be less likely to
cooperate with the Chinese government, particularly because to do so publicly would
damage their reputations globally, and Hong Kong is not their largest market.

Finally, implementing IXP filtering at HKIX could be logistically challenging slowing
Internet performance and attracting significant negative attention. Physical takeover of
the locations may not be challenging, because CUHK is likely to cooperate with
government requests, but may still draw attention. Since 2014, HKIX has had two “Core
Sites,” HKIX1 and HKIX1b, that are less than 2 km apart and are physically connected.6%
HKIX added a third core location, HKIX1c, in August of 2021.6% There are four additional
satellite locations, each in locations owned by private companies (notably, all Hong Kong-
owned companies, rather than foreign owned).%% In order to fully control and filter HKIX
traffic, authorities would have to take over all seven sites. While the proximity of the core
locations would make physical takeover easier, the satellite sites would be more
challenging to access, requiring authorities to either cooperate with or coerce both the
HKIX management team and four different private companies. Given that CUHK has
hosted significant protests in the past, a visible police presence at HKIX core locations
would likely be noticed and reported on social media.

On a technical, rather than physical, level, filtering the volume of traffic that flows through
HKIX would be challenging. The police would have to implement tools powerful enough
to filter most of Hong Kong’s internal traffic without significantly affecting traffic speeds. If
traffic speeds are too greatly affected, HKIX participants will likely find other locations to
peer, and other IXPs will become more popular. Thus, authorities will have to find
monitoring and filtering methods that do not noticeably affect traffic speeds, without
excessive experimentation — implementing them without suspending HKIX service.

5.6.4 PROSPECTS

There are at least five other IXPs in Hong Kong®® with varying degrees of vulnerability to
government control and surveillance measures. The largest is the HKIX, which has seen
a 35% increase in traffic since the beginning of the Covid-19 epidemic.5%® HKIX is the
most likely target for government control, due to its quasi-governmental status (as a
university-owned entity), as well as its dominance in the sector. However, other IXP
owners have established relationships with the mainland, which may make them more
susceptible to requests or data demands by the mainland government. These others
include:

¢ AMS-IX Hong Kong, which is owned by an Amsterdam-based company. In 2012,
AMS-IX opened its Hong Kong IXP, in cooperation with HCG (Hong Kong
Communications Group).6'© AMS does not have a mainland China location.?'!

e ACME-IX is owned by a Hong Kong company with no other locations. ACME has
a China ISP License and is the only ISP in Hong Kong permitted to provide Access
PoP to mainland China.6'> ACME-IX has close China ties, including recognition
from MIIT.613
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e Equinix-HK is owned by a Silicon Valley-based company, with 220 total IXPs.6'4
Equinix has a China location but does not provide IXP services in China.®15

e BBIX-HK has two IXP locations in Hong Kong, based at data centers owned by
Equinix and Mega-i.6'® It does not have a China location.8'”

e Megaport has locations in Hong Kong but was founded by an Australian
company.61® Megaport has more than 390 locations worldwide.®1°

5.6.5 TIMELINE AND INDICATORS

While all three of the other tactics for restricting Internet freedom involve some type of
regulatory action, necessitating a degree of public-facing action, governmental control of
IXPs would likely happen without legal proceedings. It is possible that the Legislative
Council could pass a regulation authorizing a new set of surveillance powers, to include
explicit permission to access IXP facilities, but the more likely outcome is that the Hong
Kong NSL could be broadly construed to allow for monitoring and censorship at IXPs.
IXPs could be construed as “service providers” (though not licensed as such) and tasked
with removing content or providing data under the same provisions that are used to
pressure ISPs.

HKIX occupies a unique position as an IXP, in that it is technically owned by a private
company but operates in many ways as a quasi-governmental unit or a type of public
work. HKIX is owned by Hong Kong Internet eXchange Limited, a wholly owned
subsidiary of the CUHK Foundation, and is operated by the Information Technology
Services Center (ITSC) of CUHK.620 CUHK falls under government oversight as a public
university, with its charter coming directing from the Legislative Council of Hong Kong.6?!
The University has taken strong stances against protests in the past; in November of 2020,
it “promptly reported” a student protest to the Hong Kong police, calling the protestors a
“small minority” who had tricked students as part of a “sinister political plot,” while
supporting the national security agency in investigating cases and “dealing with them
according to law."622 CUHK’s cooperation with the police on national security matters like
protests indicates that HKIX, under its control, would likely cooperate with the government
on national security grounds.

HKIX is not only owned by a public university overseen by the government, but also takes
on quasi-governmental functions of its own. HKIX was deemed “critical Internet
infrastructure” as early as 2010, according to presentations made by the organization at
that time.523 It is a member of the Internet Infrastructure Liaison Group (IILG), which is
made up almost exclusively of government organs (including the HKPF, the OFCA, and
the OGCIO), and it is part of the Hong Kong government’'s emergency response
system.624 In government-designated crisis situations, HKIX acts in coordination with the
police and other agencies, indicating that it could be controlled for national security
purposes.

HKIX’s annual “planned works” and upcoming projects could give indicators on whether
it will be used for Internet control purposes. These efforts are usually disclosed in publicly
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available presentations. HKIX updates its infrastructure and services frequently,%25 but
changes in filtering methods, security systems, or data storage should be monitored for
possible dual purposes. This could indicate that the infrastructure for monitoring or
filtration is being established. For example, one of HKIX’s projects for 2021 was
implementing a “security operations center (SOC).”%26 No further details were provided
on what a SOC entails.

Another HKIX 2021 project involved the network filtering system.2” Network filtering at
IXPs based on IP addresses is used to weed out “bad actors” or misconfigurations and
ensure that IXP participants are sending legitimate routes.6?® HKIX supports Resource
Public Key Infrastructure (RPKI), which can prove that an IP address is associated with
a specific owner. This system requires participants to opt in to IP address filtering.62° In
theory, HKIX could expand its list of “bad actors” to include IP addresses provided by the
government.

Another key warning sign is significant traffic slowdowns. This would likely indicate that
part of the HKIX system (one of its core sites) is being taken offline. HKIX does perform
regular maintenance at its sites, which could lead to slowdowns.®3° However, a significant,
prolonged maintenance episode should be investigated, since some forms of
maintenance may involve installing and testing new hardware in HKIX locations. A
slowdown without a warning should, similarly, raise red flags, as a possible sign that traffic
is being filtered or routing protocol has otherwise been significantly altered.
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5.7 ADDITIONAL METHODS FOR CONSIDERATION

While the four methods of restricting Internet freedom discussed above are the most
comprehensive and likely steps that China could take in Hong Kong, there are some
alternative or supplemental tactics that could infringe on Hong Kong’s Internet
environment. These additional methods are discussed below.

5.7.1 VIRTUALIZED MIDDLEBOXES AS A CENSORSHIP TACTIC

As telecommunications technology rapidly evolves, new developments that can improve
network functionality can be challenging to implement thanks to proprietary technology
and specific hardware features. To avoid overreliance on hardware specifications and the
accompanying slowdowns, network researchers from around the world have increasingly
pushed for the virtualization of network functions (or VNFs, virtual network functions).631
Network Function Virtualization (NFV) separates network functions from physical
hardware, using software-based networking components—the VNFs—that can be moved,
instantiated, or updated without changing the existing hardware.3? The goal of NFV is to
move beyond the physical hardware necessary to comprise a network—the message
router, CDN, session border controller, DPI, Firewall, and more—to base networks on
only the hardware of servers, storage, and switches, which will then run virtual versions
of network components.633

The transition from hardware-based censorship to software-based censorship has
required significant research investment within China. China’s censorship system
appears to currently rely on hardware - specifically, the use of IDSes and DPlIs at IXPs,
on the “Internet backbone,” and on edge routers.834 The transition to NFV requires ways
to virtualize DPIs and other “middleboxes” —intermediary devices that perform functions
other than moving traffic from host to destination, like inspecting, filtering, or altering
traffic.635

Inspecting and filtering traffic in a virtualized network has been an area of significant
research for Chinese Internet scholars, including Fang Binxing, the “Father of the Great
Firewall.”63¢ Fang Binxing has worked on incorporating middleboxes into virtualized
networks, describing the creation a traffic filtering system that mimics the way that Deep
Packet Inspection currently works on China’s Internet. China’s filtering system relies on
an “on-path” system rather than “in-path barriers;” filtering routers send copies of traffic
to out-of-band inspection devices, while allowing the packets to continue directly to the
user. The copies are then inspected, and the content is compared to a government
keyword and URL blacklist. If the inspection technology finds blacklisted content, the
router will inject forged TCP resets, severing the connection and blocking the user from
reconnecting to the same IP address.®3” Fang Binxing’s proposed virtualized network
system replicates the out-of-band inspection and subsequent TCP reset, making explicit
that the government-sponsored research on proposed middleboxes is intended to
virtualize existing censorship systems.63 Other researchers have published on the same
topic, including from elite research institutions like Tsinghua University.63°
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Fang Binxing’s new lab, the Pengcheng Internet Laboratory, specializes in NFV
censorship and content inspection tools, among other areas.?* The lab was founded by
the Shenzhen city government to meet national innovation needs, and represents an
experiment with a new kind of state-backed laboratory.64! In a presentation at the 8t
National Internet and Information Security Defense Summit (XDef, 5 )\ i 4= [E M 4% 515
B2z 4:BiP%4s), the Pengcheng Lab presented their new “Cyber Range,” which could
be used to test out new technologies against various cyber attacks. This included tools
for testing virtualized content inspection engines based on DPIs.64> The Pengcheng lab
designs its own virtualized content inspection systems, complete with the out-of-band
filtering system.®*3 This research focus, coming out of a state-backed lab, indicates a
national interest in virtualized censorship tools.

Some network providers have been promoting a more national-level transition to
virtualized networks. China Mobile helped co-author the first white paper on NFV in 2014,
and has been making significant strides towards automatic launching and dynamically
updating NFVs since then.?* The company has also been experimenting with national
virtualized networks, including the “Novonet Experient Network,” which was built in 2016
and includes four provinces and seven data centers.84®> The company used this project to
recommend how the network could be scaled on a national level.64¢ Similarly, H3C, a
Chinese digital infrastructure company, published a lengthy article on how the national
Internet might integrate NFV into the “Internet backbone.” ¢4’ The combination of
governmental, academic, and industry interest in moving towards NFV indicates that this
shift is attracting significant interest.

Virtualized networks have also come to Hong Kong, meaning that virtual middleboxes
(including DP1 with TCP resets) could be integrated without a hardware investment. China
Mobile Hong Kong transitioned to a fully virtualized, cloud-based network in 2018, with
the help of Huawei.?*¥ PCCW is implementing “next generation data centers” that use
NFV in Hong Kong.®*® HKT is, like CMHK, working with Huawei to transition to cloud-
based networks with NFV.6%0 This push towards NFV in Hong Kong could make installing
middleboxes that censor or surveil content as simple as a software update, rather than a
hardware installation.

5.7.2 TECHNICAL BLOCKING OF CIRCUMVENTION TOOLS

Virtual Private Networks (VPNs) are a plausible target of government crackdowns in Hong
Kong, as the main censorship and surveillance evasion tactic. VPNs encrypt traffic and
allow users to mask their online behavior through a “tunnel” to a shared IP address
associated with the VPN provider, from which they can access the Internet. This allows
users from Hong Kong to experience the Internet as if they were in another region, and
access sites that are banned in their own region but accessible abroad. It also de-
individuates traffic, mixing the queries of different VPN users together so that anyone
monitoring the connection would not be able to tell what user requested the content.8®
By allowing users to both anonymize their online behavior and evade censorship, VPNs
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negate the two major priorities laid out under the implementation guidelines of the Hong
Kong NSL.6%2

The mainland government has already experimented with a variety of ways to ban,
criminalize, and block VPN usage within its own Internet environment, and these steps
could be taken in Hong Kong as well. Unlicensed VPN usage is illegal in China; users
must register VPNs through the government, usually for business purposes. The January
2017 MIIT Notice on Cleaning Up and Regulating the Internet Access Service Market (I
b AIAE B A OC T I A S I ) 2% 2 N IR 45 T 3% 1) i ), forbade the use of
“dedicated lines (including virtual private networks/VPN) or other information channels
must not be created or hired on one's own to conduct cross-border business activities.”6%3
This launched an effort that lasted until March 2018 to crack down on VPN usage and
other methods of accessing the foreign Internet through private channels (often referred
to as FEEEF, or “wall-scaling software”).854 Following the passage of this VPN law, MIIT
allegedly sent notices to China’s three main ISPs (China Unicom, China Telecom, and
China Mobile) requiring them to start blocking private users from accessing the Internet
through VPN technology by February 2018 (MIIT has denied sending this order).5%% ISPs
apparently responded by sending notices to clients, alerting them that they would need
to assist in the Internet “clean up” process under an order from the Ministry of Public
Security. The quoted Ministry of Public Security order called for local network security
detachments to “carry out a clean-up, deletion, and removal of circumvention software,”
focusing on specific sites and circumvention tools “developed by hostile foreign forces”
including Freegate, Ultra, Lantern, Psiphon, and Squidproxy. % These orders were
mirrored at local levels; the Chongging government started levying fines of up to $2,210
on unlicensed VPN users.%% In several cases, this law was enforced against private users
seeking to access foreign content for personal reasons, causing backlash from the
public.658

There are two main ways to enforce VPN bans: removing VPN apps from Chinese app
stores and blocking connections that use recognizable encryption protocols. Apple and
Android have removed VPN apps from their virtual stores in China in line with requests
from the Chinese government.®%° This means that VPN users must have downloaded the
applications when abroad, when using another VPN, or through other more involved
workarounds. This is the main way that the government prohibits users from accessing
VPN technologies. For those with existing connections, there are several ways that ISPs
can block or degrade service. They can recognize specific encryption protocols that are
commonly used by VPNSs, like LT2P and PPTP, and sever all connections using that
protocol. This method is called “port blocking.” However, sophisticated VPNs can
randomize and change which ports they use, evading this blocking method.®%° Many ISPs,
as well as some websites, like Netflix, will also compare queries to a list of known VPN
IP addresses, and forbid connections from those users, effectively blacklisting VPN IP
addresses.®' This method is fairly simple for ISPs to implement, but can be evaded by
rotating which IP address is used to access the Internet.®62 While this is a known
workaround, it can be challenging for service providers to implement depending on their
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resources or infrastructure design. If the traffic is not obfuscated, monitors can use deep
packet inspection to examine the payload, identifying the traffic as coming through a
VPN.%83 None of these methods individually is effective in blocking all VPN use, since
users can rotate ports, VPN providers, IP addresses, and tunneling methods. However,
they cumulatively decrease the quality of service, which can be effective in creation
“friction” and deterring users who are less committed to accessing the content.®%4

Implementing these same types of VPN restrictions in Hong Kong is less likely to be
effective and would likely have higher costs to the business environment. The rate of VPN
usage in Hong Kong is higher than it is in mainland China — and it increased seven-fold
in the leadup to the Hong Kong NSL.%%5 Removing VPNs from the Apple and Android App
stores, which is the easiest method of blocking access to the circumvention tools, is less
effective when most users who are interested in protecting their traffic likely have already
downloaded the tools. The high number of foreign businesses in the region, as well as
foreigners living in Hong Kong, means that blocking VPNs will undermine economic
activity. Connecting to the outside Internet is necessary for Hong Kong’s status as an
international economic hub. In a cost-benefit analysis, the cost to business of banning
VPNs is likely to outweigh the possible gains of implementing a semi-permeable VPN ban.
The types of Internet users that Hong Kong authorities are aiming to surveil or censor are
likely the users who have already downloaded VPNs — a relatively low-effort tool
compared to the use of unregistered, burner SIM-cards, a common practice among
activists.®%6 In the long term, banning VPNs may reduce the amount of foreign influence
in Hong Kong (a high priority for the government, as evidenced by the clauses on
registering foreign influence in the Hong Kong NSL®%7 and the rates of Hong Kong NSL-
linked arrests tied to foreign collusion®8), but will be unlikely to provide a law-enforcement
benefit by effectively surveilling or censoring in the short term.

The other avenue worth considering in terms of VPN usage is the possibility that the
Chinese government will coopt existing VPN providers, using data gathered by the
circumvention tool providers to surveil users. The U.S. Department of Homeland Security
has been tracking foreign governments’ interest in using VPN tools to spy on Internet
traffic for several years, and has noted that these tools “have the potential to be vulnerable
to surveillance and other threats.”®%°® Should users download VPNs from adversary
nations, warned former U.S. Department of Homeland Security Cybersecurity and
Infrastructure Security Agency (CISA) director Christopher Krebs, foreign exploitation of
the data is “somewhat or highly likely,” and would likely include “contacts, user history,
geolocation, photographs, and any other accesses granted by the user to the
application.”®”0 In June of 2021, an investigation of the most popular free VPN apps found
that 59% of the apps (17) have ties to China, indicating that many of these tools likely
collect data on users.?”' These free VPNs may not be the most attractive tools for users
in Hong Kong, because Chinese-owned free VPNs are not usually capable of “jumping”
the Great Firewall and thus are less popular choices for China-based users.672 While
there are free VPNSs that are not linked to the Chinese government, users may not be able
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to differentiate between the options. It is worth considering whether Chinese authorities
may coopt VPNSs, rather than simply blocking them, to restrict internet freedom.
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